ENABLING HARDWARE SECURITY
FOR THE

INTERNET OF THINGS




SAFE HARBOR NASDAQ: DAIO DatarTJ

The matters that we discuss today will include forward-
looking statements that involve risks factors that could
cause Data I/O Cor p or arésulte to afer materially
from ma n a g e meumwrdntbexpectations. We encourage
you to review the Safe Harbor statement contained in the
earnings release as well as our most recent SEC filings for
a complete description. Additionally, those forward-looking
statements are made as of today, and we take no
obligation to update them.

Data I/0, LumenX, SentriX, ConneX , FLASHCore are trademarks of Data 1/0O Corporation. All rights Reserved
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SUPPORTING THE SECURE DIGITAL WORLD Data,
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programming centers, and contract manufacturers, to securely program integrated
circuits and bring their devices to life.
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ATTACKS INCREASING

A Stuxnet-style attack
on US smart grid
could cost
government $1

A new report into the insurance implications of a wide-scale cyber-attack on the US energy
sector reveals just how costly the breach would be for government and insurers.

FOR IT SECURITY PROFESSIONALS

The Lioyds ‘Business Blackout' report was co-
authored by the insurer and the University of
Cambridge Centre for Risk Studies, whilst also
seeking the advice of the Cabinet Office, the
Department of Homeland Security and security
firms including I0Active and Context, among many
others.

The report sets out a scenario where a group of
hackers, using the Erebos Trojan, seek to infect
and take offline electricity generation control
rooms to introduce an electricity black-out across
15 states including New York and Washington

German Steel Mill Meltdown: Rising Stakes in
the Intemet of Things

tuxnet style attack on US smart grid s

trillion

Researchers said that the attack, ‘improbable’ but ‘technologically possible’, would likely result in huge
government and insurance pay-outs, as well as a rise in mortality rates, a decline in frade (as ports shut
down), a disruption to water supplies (as electric pumps fail), and general chaos on transport networks.

'Smart' home devices used as weapons in
website attack
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CHALLENGES AND OPPORTUNITIES Dataiﬁ

ASecure Manufacturing: Delivering a Secure Supply Chain

I IP Protection
I Anti Cloning
I Overbuilding Protection

ASecurity Provisioning: Maintaining Device Identity and
Firmware Integrity throughout the lifecycle of the product

I Secure Identities
I Secure Boot

I FW Encryption

I Secure Provisioning
I Secure Updates

Both Secure Manufacturing and Firmware Integrity are
Delivered Through Managed and Secure Programming at Device Manufacture



SECURE PRODUCTION AT THE CENTER Dataiﬁ

OF THE SECURE |OT

ASecure Production is the foundation for 10T value-added services by
establ Re &di n g fattdévicelcseation

ADat a leddid@position as the global device programming
leadermakes us uniquely qualified
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SECURITY PROVISIONING APPROACHES Dataif)
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Device pre-programming offers a cost-effective, trusted and integrated method
for secure provisioning at any volume



Embedding Security for a Connected World
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A cost-effective security provisioning and data programming system to:

A Embed security for trusted devices during pre-programming process
A Enable a secure supply chain for OEM®S
A Deliver secure framework to maintain firmware integrity throughout product

lifecycle



SECURE PROVISIONING

I

I Secure OEM Premise or

I Secure Programming Center Premise
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BUSINESS POTENTIAL m

A Long Tail distribution of customers is typical for Silicon Vendors in 0T

A Very high volume customers can be mostly provisioned by the Silicon supplier directly if their
demand is predictable

II 4= Silicon Supplier Programmed

A Smaller customers and rapid requests often do not fit well within the direct Silicon supplier
programming flow. Logistics partners and their associated programming centers support
this market.

Large OEM with variable demand or reprogramming demand

ASome Large OEMS wi | | al so be o6reprogrammi ng

A Data I/0 and our Programming Center Partners provide a secure, cost effective solution for:
I Orders below factory MoQ
i Rapid orders
I Secondary programming and reprogramming, including large OEMs and their ecosystems
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SOLUTIONS TO SECURE IOT SuUPPLY CHAIN
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Embedded Trust SentriX® Platform
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