
 
ENABLING HARDWARE SECURITY  
FOR THE  

INTERNET OF THINGS 
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SAFE HARBOR 

The matters that we discuss today will include forward-

looking statements that involve risks factors that could 

cause Data I/O Corporationôs results to differ materially 

from managementôs current expectations. We encourage 

you to review the Safe Harbor statement contained in the 

earnings release as well as our most recent SEC filings for 

a complete description. Additionally, those forward-looking 

statements are made as of today, and we take no 

obligation to update them. 

Data I/O, LumenX, SentriX, ConneX , FLASHCore are trademarks of Data I/O Corporation. All rights Reserved 

NASDAQ: DAIO 



WHO WE ARE 

ñData I/O enables the secure digital world  

by designing, manufacturing, and selling programming  

systems to global electronic device manufacturers.ò 
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SUPPORTING THE SECURE DIGITAL WORLD 

5ŀǘŀ LκhΩǎ ǇǊƻƎǊŀƳƳƛƴƎ ǎȅǎǘŜƳǎ ŀǊŜ ǳǎŜŘ ōȅ ǘƘŜ ǿƻǊƭŘΩǎ ƭŜŀŘƛƴƎ ƳŀƴǳŦŀŎǘǳǊŜǊǎΣ 
programming centers, and contract manufacturers, to securely program integrated 

circuits and bring their devices to life. 
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ATTACKS INCREASING 

Stuxnet-style attack 

on US smart grid 

could cost 

government $1 

trillion 
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CHALLENGES AND OPPORTUNITIES 

ÅSecure Manufacturing: Delivering a Secure Supply Chain 

ïIP Protection 

ïAnti Cloning 

ïOverbuilding Protection 

ÅSecurity Provisioning: Maintaining Device Identity and 

Firmware Integrity throughout the lifecycle of the product 

ïSecure Identities  

ïSecure Boot 

ïFW Encryption  

ïSecure Provisioning  

ïSecure Updates 

 Both Secure Manufacturing and Firmware Integrity are  

Delivered Through Managed and Secure Programming at Device Manufacture 
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SECURE PRODUCTION AT THE CENTER  
OF THE SECURE IOT 

ÅSecure Production is the foundation for IoT value-added services by 

establishing ñRoot of Trustò at device creation 

ÅData I/Oôs leading position as the global device programming 

leader makes us uniquely qualified to deliver security at device óbirthô 
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Device pre-programming offers a cost-effective, trusted  and integrated method 

for secure provisioning at any volume 

Volume 

High 

Low 

Security Low High 

Silicon Supplier  

Programming 

+ Excellent Security  

 - High MoQ, Low Flexibility,  

    Long Lead Time, engôg    

    support 

In System 

Programming 

- Weakest Security 

- Large threat surface 

- Unsecured keys exposed in mfg with ICT/ISP 
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+ Excellent Security  

+ Flexibility 

+ Scalable from Low to High    

   Volume 

SECURITY PROVISIONING APPROACHES 
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A cost-effective security provisioning and data programming system to: 
 

Å Embed security for trusted devices during pre-programming process 

Å Enable a secure supply chain for OEMôs of any size and volume 

Å Deliver secure framework to maintain firmware integrity throughout product 

lifecycle  
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SECURE PROVISIONING 

OEM 

Secure OEM Premise or  

Secure Programming Center Premise  

Blank Inventory from 

Semi Supplier or 

Distributor 

OEM 

Provisioned Devices 

Data I/O OEM Tool 

Physical security and controlled access 
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ÅLong Tail distribution of customers is typical for Silicon Vendors in IoT 

ÅVery high volume customers can be mostly provisioned by the Silicon supplier directly if their 

demand is predictable 

 

 

 

ÅSmaller customers and rapid requests often do not fit well within the direct Silicon supplier 

programming flow.  Logistics partners and their associated programming centers support 

this market. 

ÅSome Large OEMS will also be óreprogrammingô devices 

ÅData I/O and our Programming Center Partners provide a secure, cost effective solution for: 

ï Orders below factory MoQ 

ï Rapid orders 

ï Secondary programming and reprogramming, including large OEMs and their ecosystems 

BUSINESS POTENTIAL  

Silicon Supplier Programmed 

Lower Volume óLong Tailô Customers 

Large OEM with variable demand or reprogramming demand 
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SOLUTIONS TO SECURE IOT SUPPLY CHAIN 

Develop  Manufacture  Manage  

Secure Deploy Citadel  
 Secure Boot Manager  

Secure IDE Extensions  

SentriX® Platform  Cloud  

Silicon Vendor  
Programming 

Center or 
Distributor  

Contract  
Manufacturer  

Consumer / 
Operator  

OEM OEM 

 

Embedded Trust  

 


