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Use this document as a companion guide as you tour the ConneX product and get an overview of its
functions and features. This document provides an end-to-end walkthrough of ConneX and assumes you
have experience running jobs in the underlying LumenX/FlashCORE Il programming technologies.
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ConneX is a web-based application that provides event logging and manufacturing traceability for your
programming parts and systems. You install ConneX Handler on each "agent" computer (such as a
Handler PC running LumenX jobs) so that programmer, device/part, and job details are collected as audit
records. Then you install ConneX Attendant on a server that receives these audit records (from each
agent/Handler) for centralized monitoring, management, and analysis.
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- Add Handler Configuration
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To establish an audit record of programming, device/part, and job details for traceability, ConneX
performs data collection at the programmer, Handler PC, and Attendant Server levels. To protect the
security and integrity of the audit trail, ConneX disallows any writing, updating, or removal of existing
records in its encrypted database. You cannot extract data from the Programmer Agent nor ConneX
Handler; only through ConneX Attendant can you access the logged data as XML files that ConneX
Attendant saves with each programming job.

While you can view limited data in real-time, the core functionality of ConneXis all about secure and
consistent data collection. ConneX does NOT provide data visualization features but allows you to
customize the XML data output (fields and format) to align with the data import process in your
particular environment and systems, where you run the reporting and analytics.

Data iO
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Chapter 1: Installation

In this opening Chapter, we’ll cover some basic requirements before running the ConneX Setup Wizard.
Then we’ll verify the installation by opening ConneX in a browser window.

Before installing ConneX, make sure the following requirements are met.

Hardware Requirements
e LumenX Desktop Programmer/Programming Unit, or
e LumenX Programmer/Programming Unit in a PSV5000/PSV7000 System
e One or more test devices/microchips for programming

Follow the “Getting Started Guide for LumenX” to connect the LumenX programmer to the computer.
Pay careful attention to the Electrostatic Discharge (ESD) safety precautions and Shock Hazard warnings
to prevent personal injury and equipment/device damage. After establishing connectivity between the
LumenX programmer and the computer, we’re ready for software installation.

Software Requirements
e Windows 7 (32/64-bit) or Windows 10 (32/64-bit)
e LumenX™ Data Management Suite (DMS) version 1.4.1 or above
http://www.dataio.com/Technology/LumenX
e Change the “FIS-PS=false” setting to True in your C:\AH700\WinAH400.ini file

The ConneX Setup Wizard detects and installs any software prerequisites needed. For the simplicity of
this tutorial, we’ll install ConneX Handler and ConneX Attendant on the same computer.

Run the Setup Wizard
Let’s complete the following steps to install the ConneX software.

1. Double-click the ConneX Installer (for example, the setup.exe for version 2.0.0.78 shown here).
2. On the ConneX Setup Wizard start screen, let’s click Start at the bottom.

CO‘I.\%

} ConneX - 2.0.0.78

- X
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3. On the End User License Agreement page, to agree with the terms and conditions, check the box for
| Agree, and then click Next.

COIL\%

’ End User License Agreement

Please take a moment to read the license agreement now. If you accept the terms below,
click "I Agree" then "Next". Otherwise, close the application.

DATA VYO® CORPORATION SOFTWARE LICENSE AGREEMENT

This is a legal agreement (“Agreement™) between you (either an individual or
an entity) and Data I'O Corporation. By choosing "Yes" in the License
Agreement dialog box or by using any or all of the software and/or
documentation, you agree to be bound by the terms of this Agreement. If you
do not agree to the terms of this Agreement, choose "No" in the License
Agreement dialog box, promptly return the software and documentation to
the place of purchase. and you will receive the applicable refund.

1. License Grant. Data IO Corporation (“Data I'O™) and/or its suppliers
grant you a non-exclusive license to use the computer software provided by
DataI/O (delivered electronically or on physical media) in object code form
(collectively. the "Software") and the accompanying user documentation.
only as authorized in this Agreement. This Agreement is your proof of
license to exercise the rights granted herein and must be retained by you.

2. Restrictions on Use and Transfer. You may use the Software. limited to
the modules and/or features you have licensed, on only one (1) computer at a
time and for the version of the Microsoft operating system installed at the
time of your original purchase of the applicable Data 'O product which

Back Next

4. On the ConneX Features page, confirm all features are selected, and then click Next.

coey

’ ConneX Features

- X

Select the features you want to install

4[] ConneX
Handler Service
Attendant Service
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5. On the Install Location page, confirm the installation location (or click Browse to select another
folder), and then click Next.

CO&%

’ Install Location

Choose the folder to install the ConneX Software

ﬂ C:\Program Files (xB6)\Data IO b

6. On the Firewall Options page, check the box for Open firewall ports, and then click Next.

coeyv.

p Firewall Options

- X

For remote communication (Lo access ConneX from another computer), ConneX requires
specific Firewall ports opened. To have the installation wizard open these Firewall ports for
you, check the box below, and then click Next.

Else, click Next and open the following Firewall ports yourself:

® 5000 (Handler Service)
= 5001 (Attendant Service]

‘Open firewall ports?

io
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7. On the Install page, click Install.

CON y
| 3 Installt-/

Click Install to begin the installation of the following:

= ConneX
" Microsoft MET 4.5.2 (click to view the license)

Back Q Install

8. Inthe progress screen, let’s verify that ConneX is installing.

Installing ConneX software

Overall progress
L

Installing

Microsoft MET Framework 4.5.2 Developer Pack (KB2901951)

© 2018 - Datal/O
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9. On the Install Finished page, click Finish.

CO&%

’ Install Finished

- X

Installing ConneX software succeesded,

Finish

Verify the Installation
To verify that ConneX is installed, let’s open a browser to http://localhost:5000.

On the Login page, use the default Administrator account to login (username = administrator and
password = password).

Please Sign In

administrator

[[] Remember me

© 2017 - Data /O
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With ConneX installed, we now have logging and traceability ready for our programming system(s). Feel
free to click around and explore the ConneX interface. No programming jobs have run since installation,
so the database of audit records is currently empty. But we’ll change that later with some test records.

As you can see, most of ConneX’s functionality and capability runs under-the-hood: the data collection
and logging services operate behind the scenes. In its user interface, ConneX enables granular record
viewing with individual event and socket-level details (such as programming times). But by design,
ConneX does not display any cumulative data visualizations or aggregated-level reporting.

The simplicity of ConneXis its ability to substantiate part-manufacturing authenticity and traceability by
collecting detailed programming statistics and logging them securely without much manual intervention.
So the majority of the Chapters in this document actually focus on how to format the exported data that
ConneX makes available for external reporting and analytics.

e -
Coe% Handler Portal

Service status: Running

CPU Usage Recent events

Handler Information

Machine oo\ 7000
SNID

Initialized
Sites

First, let’s proceed with the Configuration Chapter to ensure connectivity between ConneX and the
programmer(s). Then we’ll ensure connectivity between ConneX Handler and ConneX Attendant.

Note: Now is a good time to double-check that your software is configured correctly.
Specifically, ensure that “FIS-PS=false” was changed to True in your
C:\AH700\WinAH400.ini file (as stated in the Software Requirements section earlier).

{-‘
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Since ConneX is largely about data collection, the configuration process focuses on establishing
connectivity so that data passes properly between programmer, Handler, and Attendant. As mentioned
in Chapter 1, you should follow the “Getting Started Guide for LumenX” (or FlashCORE lll) to connect and
establish connectivity between the programmer(s) and the computer. In this Chapter, we’ll ensure

connectivity between programmer(s), Handler, and Attendant.

Configure ConneX Handler

Let’s make sure that ConneX Handler sees the programmer(s).

1. Inthe browser displaying ConneX Handler Portal, click Configuration in the main navigation.

COW Handler Portal

Service status: Running
CPU Usage Recent events

100

16

50

25

0

Handler Information

Machine

‘PSV7000
SNID

2. On the Handler Settings page, click Programmers in the left navigation.

Handler Settings g
Configuration settings for the host machine
o=
Programmer Discovery Machine Name @ Lenovolap40

User configuration

License

BactorviNamelty Seattle_Factory123

Web Server

Web server configuration settings
Note: Settings changed here will not take effect until the service is restarted.

Web Port @ 5000

Port number to connect to Handler service

Machine name to be inserted into the audit record

Factory name to be inserted into the audit record

© 2018 - Datal/O
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3. On the Programmers page, verify that the programmer/programming unit is detected and displayed

under the Connected Programmers list.

Programmers

Handler Settings
Add or remove connected programmers. @

Programmers
Programmer Discovery Connected Programmers:
User configuration LumenX - 10.0.0.5
Loes Connection status: Connected

Enabled: true

Network Address: 10.0.0.5

Port: 5080

Programmer type: LumenX

Remove

Don't see your programmer?
Click the button below to start a discovery (LumenX only) @

Discover

4. If the programmer is not displayed in the list (or to add another programmer), we can click Discover

at the page bottom to have ConneX automatically connect to new programmers.

Handler Settings Prog rammers
Add or remove connected programmers. @

Programmers
bIpamumenyll=covay Connected Programmers:
User configuration LumenX - 10.0.05
License Connection status: Connected

Enabled: true

Network Address: 10.0.05

Port: 5080

Programmer type: LumenX

Remove

Don't see your programmer?
Click the button below to start a discovery (LumenX only) &

Or click the button below to add a programmer manually. €

+ Add programmer

© 2018 - Datal/O
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5. To configure the settings for automatic discovery, click Programmer Discovery (in the left pane), and
then complete the appropriate fields.

Section Field Description
General Enabled Check this box to enable automatic programmer discovery.
tti
Settngs Poll Interval | Specify a time interval (in milliseconds) for periodic
programmer discovery checks. Keep the interval above 10,000
so that discoveries do not overlap. The default interval is 60,000
milliseconds.
LumenX Binding IP The IP address the ConneX uses to search for LumenX
settings programmers. For example, if your programmer has an IP
address of 10.0.0.10, then bind it to your computer’s IP address
that is in the same subnet.
New Specify a friendly name for the discovered programmer (ConneX
Programmer | appends this friendly name as a prefix to the IP address of the
Prefix new programmer). The default prefix is “LumenX - ".
FlashCORE| Binding IP The IP address the ConneX uses to search for FlashCORE
settings programmers. For example, if your programmer has an [P
address of 10.0.0.10, then bind it to your computer’s [P address
that is in the same subnet.
Binding Port | The port number that ConneX uses to search for FlashCORE
programmers. The default portis 7527.
New Specify a friendly name for the discovered programmer (ConneX
Programmer | appends this friendly name as a prefix to the IP address of the
Prefix new programmer). The default prefix is “FlashCORE - ".

For example on FlashCORE:

Programmers

License

Handler Settings

Programmer Discovery

FlashCORE settings
Binding IF & 192.168.1.250
IP address to bind to (Ex. xoo oo 00 x000)
Binding Port &

User configuration

7527
Binding Port for the FlashCORE programmers
New Programmer Prefix € FlashCORE -

Text to place before the IP address when adding new programmer

Data

io
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6. To manually add a programmer by IP address, let’s click Add programmer.

Programmers

Add or remove connected programmers. @

Handler Settings

Programmers

Programmer Discovery Connected Programmers:
User configuration LumenX - 10.0.0.5
Licenss Connection status: Connected
Enabled: true
Network Address: 10.0.0.5
Port: 8080

Programmer type: LumenX

Remove

Don't see your programmer?
Click the button below to start a discovery (LumenX only) €

Discover

Or click the button below to add a programmer manually. €

| + Add programmer l

NOTE: Quit, Exit, and Close the AH700 software before adding a programmer.

7. Inthe Add programmer dialog box, complete all of the fields, and then click Add programmer.

Add programmer
Programmer Name
Programmer ABC

Network address

10,007

Port

8080

Programmer type
FlashCORE v

# Enabled

| Add programmer l

Close

Dataio
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With the programmer(s) connected to ConneX Handler, let’s verify the IP address that Handler uses to
connect with Attendant.

8. On the Programmers page, click Handler Settings in the left navigation.

Programmers

Add or remove connected programmers. €@

Handler Settings

Programmers
Bogammenlliscoveny Connected Programmers:
User configuration LumenX - 10.0.0.5
License Connection status: Connected
Enabled: true
Network Address: 10.0.0.5
Port: 8080

Programmer type: LumenX

Remove

Programmer ABC

Connection status: NotConnected
Enabled: true

Network Address: 10.0.0.7

Port: 8080

Programmer type: FlashCORE

Remove

9. On the Handler Settings page, scroll down to the Attendant section, and verify the appropriate IP
address for ConneX Attendant (else click Discover to have ConneX automatically detect and connect
to the Attendant server). For this walkthrough demo, use localhost for Attendant.

Save Revert changes

Handler Settings

Pl’ogram mers

Programmer Discovery -
Setup Wizard
User configuration
Run setup

License Run the cenfiguration wizard @

Attendant

This is the centralized server that audit data will be pushed to

[2ttendant®  localnost
)

Discover

I

Restart Service

Restart the Handler Service @

Restart ConneX

Data iO
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Configure ConneX Attendant

In the previous section on configuring ConneX Handler, we verified connectivity between programmer
and Handler. We also verified the IP address that Handler uses to connect with Attendant.

Now for ConneX Attendant, we’ll first check its configuration before we start sending some test records
in the next Chapter to validate data logging.

Check Attendant Configuration
1. To access ConneX Attendant, let’s open a browser to http://localhost:5001.

2. On the Login page, use the default Administrator account to login (username = administrator and
password = password).

Please Sign In

administrator

[] Remember me

3. On the ConneX Attendant Portal page, let’s click Configuration in the main navigation.

COIL\.% Attendant Portal

CPU Usage Recent events

100

75

50

25

0

Dataio
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4. On the Attendant Settings page, scroll down and explore the various configuration options.

Attendant Settings

Configuration settings for the host machine

Attendant Settings

Handlers

User configuration Tem plates

Generate audit records
automatically

Girpmlceaton C:\ProgramData\Datal O\ConneXAttendal

Output Templates LumenX template:
CSV Template v
Template to use for LumenX records
FlashCORE template:
Default FlashCore v

Template to use for FlashCORE records

Filename format LumenX file name

{AuditRecord. TimeStamp}_{AuditRecord.

Edit

FlashCORE file name
{AuditRecord AuditRecordFlashCore. Tim

After exploring the Attendant configuration, we’re finally ready to start sending events and logging data
as audit records in the ConneX database.

Data iO
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Chapter 3: Verification

With connectivity now established between programmer(s), Handler, and Attendant, let’s open the
Handler Portal and Attendant Portal in two separate browsers (and keep them open) so we can see real-
time data come through the ConneX system as we send test events.

Then we’ll switch over to the Handler and Attendant dashboards to see the historical data that ConneX
logged. In the last section of this Verification chapter, we’ll look at the audit records that ConneX
exports and saves as files on the computer hard drive.

Open ConneX Portal Pages

Before we send job data and submit test records to validate data logging and exporting, let’s open two
separate browsers to view real-time data as it comes in.

1. Open a browser window to the Handler Portal page at http://localhost:5000.

ey e s ee e |
CO{\_% Handler Portal

Service status: Running

CPU Usage Recent events

Handler Information

Machine  psv7000
SNID

Initialized
Sites

2. Open another browser window to the Attendant Portal page at http://localhost:5001.

COW Attendant Portal

CPU Usage Recent events

{-‘
Dataio
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Each Portal page provides important real-time visibility into LumenX job details for production personnel
on the factory floor (such as Engineers, Technicians, and Operators). ConneX enables authorized users to
select a specific event and drill-down to view all of the data in its audit record. For example, selecting an

event in ConneX Attendant will reveal a socket-by-socket report of job statistics.

Audit Record

Record ID: 2
Programmer: 001-035-088-144-082-061-119-008-238

Job Name: IFX V15 (Algorithmid: 33773737325102592)

Socket: 1
Program: 69 6 Program: 57417  Program:63.96  Verify: 38 578 Verify: 46.007 Verify: 412 162 Pre Operations: Post Operations:
(milliseconds) (milliseconds) (milliseconds) (milliseconds) (milliseconds) (milliseconds) 1440.971 (miliseconds)  0.921 (milliseconds)
Socket: 5
Program: 59.554 Program: 67.112 Program: 58.282 Verify: 44.624 Verify: 39.813 Pre Operations: 720.937 Post Operatiens: 0
(milliseconds) (milliseconds) (milliseconds) (milliseconds) (milliseconds) (milliseconds) (milliseconds)
v Raw Data

{"AuditData":{"@SchemaVersion™:"1.4.6366.28259", "@AuditRecordId™:"13a9a8e2-17al1-4823-a5e8-36e5c98e041d"”, "Records™ : { "AuditRecord™: [ {"TimeStamp™: "7/26/2@17
3

Copy to clipboard  Convert to XML

Submit Test Record(s)
To generate a test event with some data for an audit record, run one or more programming jobs in
LumenX or TaskLink (for FlashCORE Ill). See LumenX Help or TaskLink Help to create and run the job.

1 LumenX Data Management Software (DMS)

File Alerts  Settings Help
Programmers € Loaded Job (open for detail gacy Job from v1.3.1.10
Job Progress

Lt
DUT1 DUT2 | DUT3 DUT4

—
DUTS DUT e DUT7 DUTS8

SUMMARY: Select programmer(s), run job.

INSERT DEVICES BEFORE RUNNING.

To rmn aiob:

© 2018 - Datal/O 17
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Validate Data Logging

As the job runs and completes, we can view the Portal pages to see the LumenX event appear as real-
time data. And we can also view the dashboards to see the event logged as historical data.

View Real-Time Data

1. Inthe browser window for the Handler Portal page, view the event under Recent events. Note that

events appear only for LumenX jobs, not FlashCore (you can view FlashCore job events in real-time
on the Dashboard page).

N )
Coey: Handler Portal

Service status: Running

CPU Usage Recent events

100 Audit record
u.' New audit record from programmer: 561-189-231-365-056-413-116-550-103
IS S’

50

25

0

Handler Information

Machine

SNID “PSVT000

Initialized

1
Sites

2. Similarly, view the Attendant Portal page to see the event appear in real-time.

CO{\% Attendant Portal

CPU Usage Recent events
100 Audit record
U.' New audit record from handler Lenovolap40
i e

© 2017 - Data /O
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As programming jobs run and complete, ConneX Handler logs each event/audit record in an internal
database (residing on the Handler computer) by individual programmer. Then as ConneX Handler pushes
audit records to ConneX Attendant, it packages additional Handler information to the record so that
Attendant can distinguish records by Handler (recall that multiple programmers can connect to a
Handler, and multiple Handlers may feed a centralized Attendant Server as illustrated on page 2).

The Recent events list on each Portal page will clear if we refresh the page (or leave and return to the
Portal page) because it is displaying events in real-time. But we always have access to the static log of
events on the Dashboard page.

View Historical Data
1. Inthe browser window for ConneX Handler, click Dashboard in the main navigation.

COW‘ Handler Portal

Service status: Running

CPU Usage Recent events

100

@ Auditrecord
H‘. New audit record from programmer. 561-189-231-365-056-413-116-550-103
—'

Handler Information

Machine
SNID

PSVT000

2. On the Audit Records page, we see the historical data logged in the Handler database.

Audit Records

£ Audit Records

Record count: 1

Index Programmer Serial Time

1 @51—189—231-365—056-41 3-116-550-103 | 8/3/2017 12:23:36 PP\.D
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3. Inthe browser window for ConneX Attendant, click Database in the main navigation.

CO{\.% Attendant Portal

CPU Usage Recent events

100

Audit record

P- New audit record from handler. Lenovolap40
IS —

50

25

0

4. On the Audit Records page, we see the historical data logged in the Attendant database.

Audit Records

v Export records

Displaying the last 100 audit records inserted

Record count: 1

Index Programmer Serial Time
1 ((651-135-231-365-056-413-116-550-103 B/3/2017 12:23:36 PM ))

Now that we’ve viewed real-time and historical data residing in the ConneX database, let’s look at the
exported data that ConneX makes available for external reporting and analytics.

{-‘
Dataio
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Validate Data Exports

In addition to viewing programming statistics within the ConneX Portal pages and dashboards, we can
access the audit records that ConneX makes available externally as files on the hard drive. By default,
ConneX copies each audit record from the database to an XML file located at
C:\ProgramData\DatalO\ConneXAttendant\Audit\Output.

Through an audit record template in ConneX, we can change the output format from XML to JSON, TXT,
or CSV. We can also modify the log entries and data fields within the record. Then the exported data can
be imported into an external database or analytics tool for data visualization and business intelligence
reporting. Let’s look at the default XML output and see how it’s structured.

1. Open Windows/File Explorer and navigate to
C:\ProgramData\DatalO\ConneXAttendant\Audit\Output.

| |7 = | Output

Home Share View

“~ v 4 » ThisPC » Windows (C:) » ProgramData » Datal0 » ConneXAttendant » Audit » Output v O
Name Date mo:il’fled Type Size
# Quick access .
| | 2017-08-03T12_23_36.0000000_561-189-231-365-056-413-116-550-103_8.xml 8/3/201712:223PM XML Document 2KB
OneDrive
= ThisPC
m Desktop
= Documents
3 Downloads
b Music
&= Pictures
B Videos
2.9 Windows (C:)
¥ Metwork

2. Using Notepad, Wordpad, or any text editor, open the XML file that ConneX created with our test
programming job run.

3. Verify that the audit record appears similar to the output on the following page.

© 2018 - Datal/O 21
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Sample XML Audit Record/Data Output

<?xml version="1.0" encoding="utf-8" ?>
<devicerecord>
<timestamp>2017-08-03T12:23:36.0000000</timestamp>
<system>
<name>Lenovolap40</name>
<softwareversion>2.0.0.78</softwareversion>
<ip>
<address>10.0.0.5</address>
</ip>
<machineSNID>:PSV7000</machineSNID>
<machineName>Lenovolap40</machineName>
<factoryName>Texas FactoryXYZz</factoryName>
<programmer>
<progClass>LumenX</progClass>
<progSerialNum>561-189-231-365-056-413-116-550-103</progSerialNum>
<progSWVersion>1.3.6198.30204</progSWVersion>
<adapter>
<number>110008</number>
<serialNumber>561-189-231-365-056-413-116-550-103</serialNumber>
<socketCount>146079</socketCount>
<adapterIndex>8</adapterIndex>
</adapter>
</programmer>
</system>
<job>
<jobName>Job ABC</jobName>
<jobDescription></jobDescription>
<algorithmID>34761085891379200</algorithmID>
</job>
<partDetails>
<uid></uid>
<progResults>
<resultCode>0</resultCode>
<resultCodeName>Success</resultCodeName>
<passPosition></passPosition>
<eraseTime>0</eraseTime>
<blankCheckTime>0</blankCheckTime>
<programTime>44.643</programTime>
<verifyTime>26.413</verifyTime>
<deviceError></deviceError>
</progResults>
</partDetails>
<serialData></serialData>
</devicerecord>

DataiO
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4. To disable the automatic export feature or change the output location, let’s click Configuration in
the main navigation of ConneX Attendant.

Audit Records

w Export records

Displaying the last 100 audit records inserted

Record count: 3

Index Programmer Serial Time

1 561-189-231-365-056-413-116-550-103 8/3/2017 12:23:36 PM

5. On the Attendant Settings page, uncheck the box for Generate audit records automatically to
disable automatic data exports.

Attendant Settings

Configuration settings for the host machine

Afttendant Settings

Handlers
User configuration Templates
Generate audit records D
automatically
Output Location

C\ProgramData\DatalO\ConnexAttendal

Output Templates LumenX template:
Default Lumenx v
Template to use for LumenX records
FlashCORE template:
Default FlashCore v

Template to use for FlashCORE records

NOTE: Unchecking this box simply disables the automatic generation and exporting of
audit records from the ConneX database (ConneX will not copy audit records from its
database and save them as files on the hard drive). But ConneX still logs the events in its
own internal database for auditing and traceability (it just doesn’t make them available
externally until or unless you check this box).

Dataio
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6. To change the output folder where ConneX exports the XML files to, type a different path in the
Output Location box.

Attendant Settings

Configuration settings for the host machine

Attendant Settings
Handlers

User configuration Temp|atES

Generate audit records
automatically

Output Location |ﬁ: \ProgramData\DatalQ\GonneXAttendal j

Output Templates LumenX template:
Default Lumenx v
Template to use for LumenX records
FlashCORE template:
Default FlashCore v

Template o use for FlashCORE records

Keep in mind that if you remotely connect to the ConneX Attendant Server, the output location resides
on the Attendant computer that is running the ConneX Attendant service (not your local terminal).

Now that we’ve seen the data output that ConneX can export, let’s look at the default template that
ConneX uses to define the fields and format of the audit record. Later at the end, we’ll create a new
template that has different fields, uses a different file-naming convention, and saves as a different file
format that makes it easier to import audit data from ConneX into an external reporting tool.

Data iO
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View Default XML Export Template

To see how the data structure is defined for the sample XML audit record on page 21, let’s look at the
default output template that essentially defines an XML schema for the logged data.

1. On the Attendant Settings page, at the bottom of the Templates section, click Modify Templates.

Attendant Settings

Attendant Settings Configuration settings for the host machine
Handlers

Templates

Generate audit records
automatically

User configuration

S il C:\ProgramData\Datal0\ConneXAttendal

Qutput Templates LumenX template:
Default LumenX v
Template to use for LumenX records
FlashCORE template:
Default FlashCore v
Template to use for FlashCORE records

Filename format LumenX file name

{AuditRecord. TimeStamp}_{AuditRecord.

Edit

FlashCORE file name

{AuditRecord. AuditRecordFlashCore. Tim

Edit

| Mo dify Templates

2. On the Templates page, notice how the default templates cannot be removed.

Templates
Show 410 v entries Search:
Template Name +  Format % Last Modified 8 &
—
Default FlashCore xml 1/1/0001 12:00:00 AM S
Default LumenX xml 1/1/0001 12:00:00 AM

Dataio
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3. On the Templates page, click Default LumenX to view its XML template/format.

Templates

Create new

Show 10 ¥ | entries Search:

Template Name “  Format % Last Modified s ]

Default FlashCore xml 1/1/0001 12:00:00 AM
| "
- xmi 1/1/0001 12:00:00 AM

Showing 1 to 2 of 2 entries

Previous Next

4. On the Default LumenX template page, notice again how default templates cannot be altered (but
we can create a new template using the same schema and make modifications).

€ Go back to templates

Default LumenX

Template name

Gemplale is marked as read only. Saving and editing have been disab\ed)

File Formatting

Msave

<?xml version="1.2" encoding="utf-8" ?»
<devicerecord>
<timestamp>{AuditRecord. TimeStamp}</timestamp>
<system>
<name>{AuditRecord. HandlerInfo.Name}</name>
<softuareversion>{AuditRecord.HandlerInfo.Version}</sof tuareversion>
<ip»
<address>{AuditRecord.HandlerInfo. IpAddresses}</address>
</ip>
10 <machineSNID>{AuditRecord.HandlerInfo.MachineSNID}</machineSNID>
11 <machineName>{AuditRecord.HandlerInfo.MachineName }</machineName >
<factoryNsme>{AuditRecord.HandlerInfo.Factorylame }</factorylame>
<programmer
<progClass>{AuditRecord.Programmer.Class}</progClass>
15 <progserialium>{AuditRecord.Programmer . Seriallumber}</progSerialium>

5
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5. To view the XML schema (or field definitions), scroll down to the template code box.

File Formatting

Msaye

<?xml version="1.8" encoding="utf-g8" 2> -
2 <devicerecord>
3 <timestamp>{AuditRecord.TimeStamp}</timestamp>

4 <system>
5 <name>{AuditRecord.HandlerInfo.Name}</name>
<softwareversion>{AuditRecord.HandlerInfo.Version}</softwareversion>
<ip>
<address>{AuditRecord.HandlerInfo. IpAddresses}</address>
<fip>
<machineSNID>{AuditRecord.HandlerInfo.MachineSNID}</machineSNID>
<machineName>{AuditRecord.HandlerInfo.MachineName }</machineName >
<factoryName»{AuditRecord.HandlerInfo. FactoryMame }</factoryName >
<programmer>
<progClasz»{AuditRecord.Programmer.Class}«</progClass>
<progseriallum>{AuditRecord.Programmer . SerialNumber}</progserial Num>
<progskiversion>{AuditRecord.Programmer.FirmuareVersion}</progSiWVersion>
<adapter>
<number>{AuditRecord.Programmer. Adapter.AdapterId}</number:>
<serialNumber>{AuditRecord.Programmer . Adapter. Adapterserialiumber} </serialiumbers

& w o

lo kW oR

28 <socketCount>{AuditRecord.Programmer.Adapter.LifetimeActuationCount}</socketCount>
21 <adapterIndex>{AuditRecord.Programmer .Adapter. SocketIndex}</adapterIndexs

22 </adapter>

23 </programmer>

24 «/system»

25 <job»

26 <jobName »{AuditRecord. Job. JobName }</jobName>

2 <jobDescriptions{AuditRecerd. Job. JobDescription}</jobDescription>
<algorithmIDs{AuditRecord. Job.AlgorithmId}</algori thmID>

</job>

<partDetails>

<uid>{AuditRecord.PartDetail.Result.AlgoDeviceDetails.device . UID}</uid>
<progResults>
<resultCode»{AuditRecord.PartDetail.Result.Code}</resultCode>

Now we can see how these entries in the template define the entries in the XML data output earlier on
page 21. But let’s suppose that the default template does not align well with the data structure in our
external reporting tool and we need to make some changes:

e Remove some fields from the template because the external reporting tool does not have
equivalent fields mapped, and/or management does not currently care about these statistics

e Addsome other fields because although the default template does not include them, ConneXis
capable of logging additional statistics and details that are not included in the default template
(complete list in Appendix)

e Change the sequence of some fields to match the data sequence in the external reporting tool

e Reformat the template code from XML syntax to comma-delimited syntax to simplify import

e Change the output file format from XML to CSV to simplify import

To implement these changes, we’ll copy the template code from a default template (which we cannot
alter) into a new template and make our customizations in the new template. Then we’ll view the
results of our customizations by generating an audit record and comparing its file output with our
modified template.

io
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Chapter 4: Customization

Now we’ll move on from exploring the defaults in ConneX to making some customizations. In this
Chapter we’ll define our own entries and structure for the audit record(s) that ConneX generates. We'll
also change the data output format to accommodate our external data import process and systems.

Specifically, we’ll cover the following steps in this Chapter:

e C(Create a new template

e Customize the new template

Add and remove fields

Change the sequence of fields

Reformat the template code from XML to CSV
Modify the output format from XML to CSV
Select the customized template in ConneX

O O O O O

e View the customized data output
Before creating a new template, let’s copy the code from the Default LumenX template so we can paste
and use the code in our own template.

1. To open the Default LumenX template, login to ConneX Attendant (at http://localhost:5001) and
click Configuration in the main navigation at the top.

2. On the Attendant Settings page, at the bottom of the Templates section, click Modify Templates.

Attendant Settings
Attendant Settings Configuration settings for the host machine
Handlers

Templates

Generate audit records
automatically

User configuration

Anijrilleen oy C:\ProgramData\Datal0\ConneXAttendal

Qutput Templates LumenX template:
Default LumenX v
Template to use for LumenX records
FlashCORE template:
Default FlashCore v
Template to use for FlashCORE records

Filename format LumenX file name

{AuditRecord TimeStamp}_{AuditRecord

Edit

FlashCORE file name

{AuditRecord. AuditRecordFlashCore. Tim

Edit

Modify Templates

Dataio
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3. On the Templates page, let’s click Default LumenX to open its template.

Templates

Create new

Showing 1 to 2 of 2 entries

Previous

Show 10 v entries
Template Name “  Format % Last Modified
Default FlashCore xml 1/1/0001 12:00:00 AM

xml 1/1/0001 12:00:00 AM

February 2018

4. On the Default LumenX template page, scroll down to the template code box at the bottom, select

all of the template code, and then copy it.

Template is marked as read only. Saving and editing have been disabled

File Formatting

Msave

1 NP1 UBLLE53 AL AULL LNELUT U F 1 URH SIS oL L1855 A P USL eSS,
<progSerialNum>{AuditRecord.Programmer.SerialNumber }</progSerialNum>
<progSiVersion>{AuditRecord.Programmer .FirmuaraVersion}</progSiiVersion>
<adapter>

<number>{AuditRecord.Programmer . Adapter.AdapterTd}</number>

® 0o @

MR NNN

<seriallumber>{AuditRecord.Programmer . Adapter. AdapterSerialNumber}</serialNumbers
«socketCount>{AuditRecord.Programmer.Adapter. LifetimeActuationCount}</socketCount>
<adapterIndex>{AuditRecord.Programmer.Adapter.SocketIndex}</adapterindex:>
</adapter>
<fprogrammers>
</system>
<job>
<jobName>{AuditRecord . Job. JobName}</jobName>
<jobDescription>{AuditRecord. Job.JobDescription}</jobDescription>
<algorithmID>{AuditRecord.Job.AlgorithmId}</algorithmID>
</job>
<partDetails>
<uid>{AuditRecord.PartDetail.Result.AlgoDeviceDetails.device.UID}</uid>
<progResults>
<resultCode>{AuditRecord.PartDetail.Result.Code}</resultCode>
<resultCodeName>{AuditRecord.PartDetail. Result. CodeName}</resultCodeName>
<passPosition></passPosition>
<eraseTime>{AuditRecord.PartDetail.Result.EraseDuration}</eraseTime>
<blankCheckTime>{AuditRecord.PartDetail.Result. BlankCheckDuration}</blankCheckTime>
<programTime>{AuditRecord.PartDetail .Result.ProgramDuration}</progranTime>
<verifyTime>{AuditRecord.PartDetail.Result . VerifyDuration}</verifyTime>
«<deviceError>{AuditRecord.PartDetail .Result.ErrorMessage}</deviceErrars>
<fprogResults>
</partDetails>
<serialData>{AuditRecord.SerialData.Data}</serialData>
<sentrixData>

<vendorCertificate>{AuditRecord.PartDetail.Result.AlgoDeviceDetails.sentrix.VendorCertificate}</vendorCertificate>

Cui-C )

Select all

Search Google for *-*

Print...

Spelicheck
Writing Direction

Inspect

<oemCertificate>{AuditRecord.PartDetail.Result.AlgoDeviceDetails.sentrix.0emCertificate}</oemCertificates>

</sentrixData>

</devicerecord>

Now we’ll create a new template and use (paste) the copied Default LumenX template code as a starting
point for our own customized template.
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Create a New Template

After copying the code from the Default LumenX template in the previous section, let’s paste it into a
new template of our own. We're essentially creating a clone of the Default LumenX template so we can
customize it.

1. Let's scroll up to the top of the page and click Go back to templates.

Default LumenX
Template name

Template is marked as read only. Saving and editing have been disabled.

File Formatting

Msave

. B VBRI S U
<progSerialtium>-{AuditRecord
<progsiiversion>{AuditRecord.Programmer. FirmiareVersion} </progsilversion>

RETEEyippea e

mmer-. SerialNumber}</progserislium>

7 <adapter>
18 <number>{AuditRecord. Programmer . Adapter . AdapterTd}</number>
9 <seriallumber>{AuditRecord.Programmer .Adapter . AdapterSerialNumber}</serialiumbers
20 «socketCount>{AuditRecord.Programmer.Adapter. LifetimeActuationCount}</socketCount>
21 <adapterIndex>{AuditRecord.Programmer.Adapter . SocketIndex}</adapterindex>
22 </adapter>
</programmer>
</system>
<job>
26 <jobName>{AuditRecard. Job. JobName}</ jobName>
27 <jobDescription>{AuditRecord. Job. JobDescription}</jobDescriptions

2. Onthe Templates page, click Create new.

Templates

Create new
J

Show| 10 v entries Search:
Template Name +~  Format % Last Modified s s
Default FlashCore xml 1/1/0001 12:00:00 AM :]
Default LumenX xml 1/1/0001 12:00:00 AM :]

Showing 1 to 2 of 2 entries

Previous n Next

© 2018 - Datal/O 30



Getting Started with ConneX February 2018

3. On the New Template page, right-click in the template code box at the bottom, and then click Paste.

© Go back to templates

New Template

Template name

File Formatting

Hsave

14 <ProgLizss>{AUGLTKECOra . FROgrammer. L1ass j</ProguLLass>
<progSerialium>{AuditRecord.Programmer . Seriallumber}</progSerialium>
<progsiiVersions{auditRecord.Programmer.FirmiareVersion}</progsiversion|
<adapter>
<number>{AuditRecord.Programmer .Adapter.AdapterId}</number> Redo Ctrl+Shift+7
<seriallNumber>{AuditRecord.Programmer . Adapter.AdspterSerislNumber}</ s
<sacketCount>{AuditRecord.Programmer. Adapter. LifetimeActuationCount}<
<adapterIndex>{AuditRecord.Programmer . Adapter.SocketIndex}</adaptering

22 </adapter> -
23 </programmer> (  pate
24 <fsystem> Paste as plain text C
25 <job»
26 <jobName>{AuditRecord.Job. JobName }</jobName> Select all
27 <jobDescription>{AuditRecord.Job.JobDescription}</jobDescriptions
28 <algorithmID>{AuditRecard. Job.AlgorithmId}</algorithmID> Spelicheck »
29| </joh> Writing Direction »
<partDetails>
<uid>{AuditRecord.PartDetail.Result.AlgoDeviceDetails.device.UID}</uid> Inspect Ctrl+Shift+
32 <progResults>

The code from the Default LumenX template now appears in our new template.

4. Atthe top of the page, in the Template name box, type CSV Template, and then click Save.

Q Go back to templates

Template name

File Formatting
S
Msave

14 <ProgLiass»{AUOLTKECOra. FrOGrammer. LLass j</ ProguLlass s
<progSerialNum>{AuditRecord.Programmer.SerialNumber}</progSeriallum>
<progskiVersion>{AuditRecord.Programmer.FirmwareVersion}</progSiWersion>
<adapter>
«<number>{AuditRecord.Programmer . Adapter.AdapterId}</number:
<serialNumber>{AuditRecord.Programmer.Adapter .AdapterSerialNumber}</serialNumbers
<socketCount>{AuditRecord.Programmer.Adapter. LifetimeActuationCount}</socketCounts>
<adapterIndex>{AuditRecord.Programmer.Adapter.SocketIndex}</adapterIndex:

Now we’ll modify the template code and its output format so that it imports easily into an external
reporting tool.

'y
’
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Customize the New Template

After pasting the Default LumenX template code into our own new template, we now have our own
version/clone of the Default LumenX template. Let’s modify some entries in the template so that later,
ConneX can export audit records containing fields aligned with the external reporting tool (use the
template as a mechanism to match the data fields between the two systems).

Adding and Removing Fields

Because this sample demo involves running everything on a single computer, let’s remove some
machine and factory-related entries from our template.

1. If our CSV Template is not already open, then login to ConneX Attendant, click Configuration, click
Modify Templates, and then click CSV Template.

© Go back to templates

CSV Template

Template name

File Formatting

Msave

1 <?xml version="1.8" encoding="utf-8" 2> -

2 <devicerecord>

3 <timestamp>{AuditRecord.TimeStamp}</timestamp>

4 <system>

5 <name>{AuditRecord.HandlerInfa. Name }</nams>

<softwareversion>{AuditRecord.HandlerInfo.Version}</softwareversion>

<ip>

8 ¢<address»{AuditRecord.HandlerInfo. Ipaddresses}</addresss

<fip>

10 <machineSNID>{AuditRecord.HandlerInfo.MachineSNID}</machineSNID>

1 <machineNams>{AuditRecord.HandlerInfo.MachineName }</machineName >

2 <factoryName>{AuditRecord.HandlerInfo.FactoryName}</factoryName>

13 <programmer>

4 <progClass>{AuditRecord.Programmer.Class}</progClass>

5 <progSerialium>{AuditRecord.Programmer . Seriallumber}</progSerisliums
<progSkiVersion>{AuditRecord.Programmer.FirmuareVersion}</progSiWersion>
<adapter>

2. Inthe template code box at the bottom, let’s remove the entire lines for the following entries:
e <address>{AuditRecord.HandlerInfo.lpAddresses}</address>
e <machineSNID>{AuditRecord.HandlerInfo.MachineSNID}</machineSNID>
e <machineName>{AuditRecord.HandlerInfo.MachineName}</machineName>
o <factoryName>{AuditRecord.HandlerInfo.FactoryName}</factoryName>

Data iO
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© Go back to templates

CSV Template

Template name

File Formatting

Msave

<?xml version="1.8" encoding="utf-8" ?»
<devicerecord>
<timestamp>{AuditRecord.TimeStamp}</timestamp>
<system>
<name>{AuditRecord.HandlerInfo.Names}</name>
<softwareversions{AuditRecord.HandlerInfo.Version}</softwareversion:
<ip>

[ T R S TT R

~

8 <address>{AuditRecord.HandlerInfo.IpAddresses}</address>
9 <fip>
. - c - - ( Cut Ctrl+X )
1@ <machineSNID>{AuditRecord.HandlerInfo.MachineSNID}</machineSNID>
11 <machineName>{AuditRecord.HandlerInfo.MachineName }</machineName> Copy Ctrl+C
12 <factoryName>{AuditRecord.HandlerInfo.FactoryName}</factoryName> Paste Cirl+V
13 <{programmer:
<progClass»{AuditRecord.Programmer.Class}</progClass> Paste as plain text Ctrl+Shift+V
<progSeriallum:{AuditRecord.Programmer.SerialNumber}</progseriall Select all Ctrl+A

<progSkVersion>{AuditRecord.Programmer.FirmuareVersion}</progsive

3. Now anywhere in the template code box, let’s add (type or paste) the following lines:

e <adapterTotalPassCount>{AuditRecord.Programmer.Adapter.LifetimePassCount}</adapterTotalPassCount>

<jobDeviceName>{AuditRecord.Job.DeviceName}</jobDeviceName>

<jobDeviceManufacturer>{AuditRecord.Job.DeviceManufacturer}</jobDeviceManufacturer>
<partChipID>{AuditRecord.PartDetail.Chipld}</partChipID>

© Go back to templates

C3V Template

Template name

File Formatting

Hsave

<?xml version="1.8" encoding="utf-8" 2>

<devicerecord>
<timestamp>{AuditRecord.TimeStamp}</timestamp>
<system>
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<jobDeviceName>{AuditRecord. Job.DeviceName} </ jobDevicelame>
<jobDeviceManufacturer>{AuditRecord. Job.DeviceManufacturer}</jobDeviceManufacturers>
<partChipID>{AuditRecord.PartDetail.ChipId}</partChipID>

11 <programmer>

12 <progClass>{AuditRecord.Programmer.Class}</progClasss

13 <progSerialium>{AuditRecord.Programmer.SerialNumber}</progSerialnum:

14 <progskVersion>{AuditRecord.Programmer.FirmuareVersion}</progsSiiVersion>
15 <adapter>
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4. After defining the fields that we’ll want in our audit records, let’s Save the template.

© Go back to templates

CSV Template

Template name

File Formatting

Msave

<?xml version="1.8" encoding="utf-8" ?» -
<devicerecord>
<timestamp>r{AuditRecord. TimeStamp}</timestamp>
<system>
<name>{AuditRecord.HandlerInfo.Name}</name>
<softwareversion>{AuditRecord.HandlerInfo.Version}</softwareversion>
<adapterTotalPassCount>{AuditRecord.Programmer.Adapter.LifetimePassCount}</adapterTotalPassCount>
<jobDeviceName>{AuditRecord. Job.DeviceName}</jobDeviceName>
<jobDeviceManufacturer>{AuditRecord.Job.DeviceManufacturer}</jobDeviceManufacturer:>
<partChipID>{AuditRecord.PartDetail.ChipId}</partChipID>
<programmer:
<progClass»{AuditRecord.Programmer.Class}«</progClasss
<progSerialium>{AuditRecord.Programmer.SerialNumber}</progSeriallum>
<progskiversion>{AuditRecord.Programmer.FirmuareVersion}</progSiversion>
<adapters>

YR R, I ST et

e
S w0 o

TR P

Test This! Anywhere in the template code box, start typing the string “{AuditRecord.”
and notice how after you type the period character, IntelliSense appears. You
can leverage the IntelliSense code-completion feature to discover supported
elements and auto-complete the fields in your ConneX template.

<?xml version="1.8" encoding="utf-g" ?»
<devicerecord:>
<timestamp>{AuditRecord. TimeStamp}</timestamp>
<system>
<name>{AuditRecord.HandlerInfo.Name }</name>
¢<softwareversion>{AuditRecord.HandlerInfo.Version}</softwareversion:
<adapterTotalPassCount»{AuditRecord.Programmer.Adapter.LifetimePassCount}</adapterTotalPassCount>
<jobDeviceName>{AuditRecord. Job.DeviceName} </ jobDeviceName>
<jobDeviceManufacturer>{AuditRecord. Job.DeviceManufacturer}</jobDeviceManufacturer>
partChipID:{AuditRecord.PartDetail.ChipId}</partChipID>
(auditRecord.
<programer>
<progClass> Timestamp Mer.Class}</progClass>
<progserial Programmer ammer.SerialNumber}</progSerialium>
<progskivers Job ammer.FirmwareVersion}</progsiWVersion:
<adapter> Partietail
<numbers{ HandlerInfo .Adapter.Adapterld}</numbsr>
<serialny Serialbata fcrammer . Adapter.AdapterSeriallumber}</serialiumbers
- grarrlner‘ Adapter.LifetimefctuationCount}</socketCounts>
<adapterIndex>{Aud1tRecor'd Programmer.Adapter.SocketIndex}</adapterIndex:
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Changing the Sequence of Fields

For field sequencing of the data entries in our template (and eventually our audit records), ConneX
offers full control over the template code so we can arrange the fields however we like (typically to suit
the data import process and policies of our organization). For the brevity of this sample demo, let’s
simply copy two socket operation fields and paste them near the top of the template.

1. Inthe template code box for our CSV Template, let’s scroll down and Cut the two entire lines:
e <programTime>{AuditRecord.PartDetail.Result.ProgramDuration}</programTime>
o <verifyTime>{AuditRecord.PartDetail.Result.VerifyDuration}</verifyTime>

<progllassr»{AuditRecord.Programmer.L18ss </ progllassy
<progserialium>{AuditRecord.Programmer.SerialNumber}</progSeriallums
<progshiVersion>{AuditRecord.Programmer.FirmwareVersion}</progsiVersion:
<adapter>
<number>{AuditRecord.Programmer. Adapter.AdapterId}</number:
<seriallumber>{AuditRecord.Programmer.Adapter.Adapterserialiumber}</serialiumber>
<socketCount>{AuditRecord.Programmer.Adapter.LifetimeActuationCount}</socketCount:

15

20 <adapterIndex>{AuditRecord.Programmer.Adapter.SocketIndex}</adapterIndex:

21 </adapter> ( Cut CrleX )

22 </pragrammer >

23 </system> Copy Ctrl+C

24| <job> Paste

25 <jobName>{AuditRecord.Job.JobName}</jobName>

26 <sob inti 3 e . ot Paste as plain text Ctr

26 jobDescription>{AuditRecord.Job.JobDescription}</jobDescription>

27 <algorithmID>{AuditRecord.Job.AlgorithmId}</algorithmID> Selact all Ctrl+A

28 «/job>

29 <partDetails> Search Google for “<programTime>

3@ <uid>{AuditRecord.PartDetail .Result.AlgoDeviceDetails.device . UID}</uid> Bri e

31 <progResults> fint... o

32 <resultCoder{AuditRecord.PartDetail.Result.Code}</resultCode>

33 <resultCodeName>{AuditRecord.PartDetail. Result.CodeName}</resultCodeNames> Spellchack ’

34 <passPosition></passPosition> Writing Direction L4

35 <eraseTime»{AuditRecord.PartDetail.Result.EraseDuration}</eraseTimex
<blankCheckTime>{AuditRecord.PartDetail.Result.BlankCheckDuration}</blankChe Inspect Ctrl+Shift+

49 </progResults>

2. Now let’s scroll up and Paste these two entries near the top of the template and click Save.

© Go back to templates

CSV Template

Ternplate name

File Formatting

Hsave

<?xml version="1.8" encoding="utf-8" >

2| <devicerecord:>

3 <timestamp:{AuditRecord.TimeStamp}</timestamp:

4 <5 3

5 <programTime>{AuditRecord.PartDetail.Result.Programburation}</programTime:>
6 <verifyTime>»{AuditRecord.PartDetail.Result.VerifyDuration}</verifyTime> )

-

ud1
(softwar‘ever‘smn){AudltRecor‘d Handler‘Info Version}</softwareversion>
<adapterTotalPassCount>{AuditRecord.Programmer.Adapter.LifetimePassCount}</adapterTotalPassCount>
<jobDeviceName>{AuditRecord.Job.DeviceName}</jobDeviceName>

<jobDeviceManufacturer>{AuditRecord. Job.DeviceManufacturer}</jobDeviceManufacturers
<partChipID»{AuditRecord.PartDetail.ChipId}</partChipID:

@ W o

R
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’
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Reformatting the Template Code

After defining the field entries and their sequence in our template, let’s complete our template code
customizations by converting the code syntax from XML to CSV/comma-delimited. To make this process
easier, we’ll leverage IntelliSense in ConneX to color-code the extraneous XML elements we can delete
from our CSV template. Then we’ll convert the remaining entries from XML to comma-delimited.

1. Justabove the template code box for our CSV Template, click the Formatting tab.

@ Go back to templates

CSV Template

Template name

Msave

&~

1 <?xml version="1.8" encoding="utf-8" >
2 <devicerecord>

<timestamp>{AuditRecord.TimeStamp}</timestamp>
4 <system>
<programTime:{AuditRecord.PartDetail.Result.Programburation}</programTime:
<verifyTime»{AuditRecord.PartDetail.Result.VerifyDuration}</verifyTime:
<name>{AuditRecord.HandlerInfo.Name}</name>

2. On the Formatting tab, from the Syntax highlighting drop-down list, select JSON.

& Go back to templates

CSV Template

Template name

File Formatting

Syntax highlighting:

l JSON v l

Disabled

The Syntax highlighting selection only affects code editing in the template code box below and not
the actual file output format (which we’ll change later). We selected JSON specifically because the
JSON syntax does not require any closing tags or elements. So the built-in parser highlights in orange
color all the extraneous XML closing tags. Selecting JSON makes it easier for us to remove the
template code not needed for our eventual CSV output.

Data iO
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3. Inthe template code box, delete all of the XML closing tags in orange color (including the ‘left
bracket/less-than’ character).

File Formatting

Syntax highlighting:
JSON v

Close tags

1 <?wml version="1.8" encoding="utf-8" ?»

2 «devicerecord:
3 <timestamp>{AuditRecord.TimeStamp}</timestamp:
4 <systemy Cut Ctrl+X _)
5 <programTime:{AuditRecord.PartDetail.Result, Cony CaliC
6 <verifyTime»{AuditRecord.PartDetail.Result.\
7 <name>{AuditRecord.HandlerInfo.Mame}</name> Paste Cirl+V
8 <softwareversion:{AuditRecord.HandlerInfo.ve Paste as plain text Ctrl+Shift+V
g <adapterTotalPassCount>{AuditRecord.Program punt>
1@ <jobDeviceName>{AuditRecord.Job.DeviceName}< Select all Ctrl+A
11 <jobDeviceManufacturer:>{AuditRecord.Job.Dev]
12 <partChipID>{AuditRecord.PartDetail.Chipld]}- Search Google for *</timestamp>"
13 Lprogrammsr: Erint... Ctrl+P

4. Verify that your template code now looks similar to the following (no closing tags!):

<devicerscords

<timestamp>{AuditRecord.TimeStamp}

<systems
<programTime:{AuditRecord.PartDetail.Result.Programburation?}
<verifyTime>{AuditRecord.PartDetail.Result.VerifyDuration}
<name>{AuditRecord.HandlerInfo.Name}
<softwareversion>{AuditRecord.HandlerInfo.Version}
<adapterTotalPassCount>{AuditRecord.Programmer.Adapter.LifetimePassCount}
<jobDeviceName>{AuditRecord.Job.DeviceName}
<jobDeviceManufacturer>{AuditRecord. Job.DeviceManufacturer]}
<partChipID:{AuditRecord.PartDetail.ChipId}

Lo T U - B [ = IRV 5 B - WYy S Ty

e
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To convert the remaining code from XML syntax to comma-delimited, we’ll copy all of the code from the
template box and paste it into a new Notepad document where we’ll use Find-and-Replace to edit it.

5. Inthe template code box, Select All of the code and Copy it (to the computer clipboard).

<devicerecord> -

<timestamp>{AuditRecord. TimeStamp}

<system>
<programTime>{AuditRecord.PartDetail.Result.ProgramDuration}
<verifyTime>{AuditRecord.PartDetail.Result.VerifyDuration}
<name>{AuditRecord.HandlerInfo.Name} Cut Ctrl+X
<softwareversion>{AuditRecord.HandlerInfo.Version
(adapterTotalPassiount>{AuditRecor‘d. Pragranl'ner‘.Ad:pter.Li'F Cory i )
<jobDeviceName>{AuditRecord. Job.DeviceName} Paste Ctrl+V
<jobDeviceManufacturer>{AuditRecord. Job.DeviceManufacturer) Paste ac plain text Ctrl+Shift=V
<partChipID>{AuditRecord.PartDetail.ChipId}
<programmer>

DataiO
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6. Start Notepad (ex. Start > Windows Accessories > Notepad) and Paste in the copied template code.

E Untitled - Notepad — O %
File Edit Format View Help

Undo

Cut
Copy

(.- Paste )

Delete

Select All

Right to left Reading order

Show Unicode control characters

Insert Unicode control character ¥

7. To convert the ‘right bracket/greater-than’ (>) character with a comma for our CSV, click Edit, and
then click Replace.

j Untitled - Notepad
File Edit Format View Help
<dey Undo Ctrl+Z
<1 TimeStamp}
£e Cut Ctrl+X
Copy Ctrl+C  ord.PartDetail.Result.ProgramDuration}
Paste Ctri+y  rd.PartDetail.Result.VerifyDuration}
dlerInfo.Name}
Delet: Del
=ee ®  tRecord. HandlerInfo.Version}
Find... Ctrl+«F  »{AuditRecord.Programmer.Adapter.LifetimePassCount}
Find Next gz 2cord.Job.Devicelame}
{AuditRecord.Job.DeviceManufacturer}
Replace. il ) PartDetail.ChipId}
Go Te... Ctrl+G
Select Al Ctrlepn  2Td.Programmer. Class}
Time/Dat = tRecord.Programmer.Seriallumber}
J 'm_ ate B tRecord.Programmer.FirmwareVersion}

8. In the Replace dialog box, in the Find what box, type the ‘right bracket/greater-than’ (>) character.

9. In the Replace with box, type the comma character, and then click Replace All.

Replace *
Fndwhat: > |
Replace with: |
[IMatch case Cancel

Dataio
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Notepad replaces all of the ‘right bracket/greater-than’ (>) characters with a comma.

j Untitled - Motepad
File Edit Format View Help
<devicerecord,

<timestamp,{AuditRgcor eStamp}
<system,
<programlime, ecord.PartDetail .Result.ProgramDuration}

<verifyTime,{AuditRecord.PartDetail.Result.VerifyDuration}
<name,{AuditRecord.HandlerInfo.Name}
<softwareversion,{AuditRecord.HandlerInfo.Version}
<adapterTotalPassCount,{AuditRecord.Programmer.Adapter.LifetimePassCount}
<jobDeviceName,{AuditRecord.Job.Devicelame}
<jobDeviceManufacturer,{AuditRecord.Job.DeviceManufacturer}

<partChipID, {AuditRecord.PartDetail.ChipId}

We'll repeat these steps to remove the ‘left bracket/less-than’ (<) characters from our template code.

10. In the Replace dialog box, in the Find what box, type the ‘left bracket/less-than’ (<) character.
11. In the Replace with box, delete the comma character (leaving the box blank), and click Replace All.

Replace X
Find what: < I | Find Next
| |
Replace with: | Replace
l Replace Al I
Cancel
[IMatch case

Notepad replaces all of the ‘left bracket/less-than’ (>) characters with nothing (effectively removing
the left brackets from our template).

j Untitled - Motepad
File Edit Format View Help

itRecord.TimeStamp}

Time,{AuditRecord.PartDetail.Result.ProgramDuration}

erifyTime, {AuditRecord.PartDetail.Result.VerifyDuration}

ame, {AuditRecord.HandlerInfo.Name}
oftwareversion,{AuditRecord.HandlerInfo.Version}
dapterTotalPassCount,{AuditRecord.Programmer.Adapter.LifetimePassCount}
jobDeviceName,{AuditRecord.Job.Devicelame}
jobDeviceManufacturer,{AuditRecord.Job.DeviceManufacturer}

artChipID, {AuditRecord.PartDetail.ChipId}

Now that we completed the process of converting our template code from XML to comma delimited,
let’s save the code back into our CSV Template.

12. In Notepad, click Edit (at the very top), and then click Select All.
13. Click Edit again, and then click Copy.

Data iO
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E Untitled - Motepad
File =Edit Format View Help
Undo Ctrl+Z
Cut Ctrl+X
Copy Ctrl+C d.PartDetail.Result.ProgramDuration}
acie wrry - PartDetail.Result.VerifyDuration}
lerInfo.Name}
Delete Del
ecord.HandlerInfo.Version}
Find... [« \uditRecord.Programmer . Adapter.lifetimePassCount}
Find Mesxt ERcCord. Job. Devicellame}
o et TAuditRecord.Job.DeviceManufacturer}
Eplace... r+
F .PartDetail.ChipId}
Go To.. Ctrl+G

14. Return to ConneX Attendant and delete all of the existing code in the template code box.

15. Now right-click anywhere in the template code box, and then select Paste.

1]
Undo Ctrl+Z
Redo Ctrl+Shift+Z
Cut Crl+X
Copy Ctrl+C

‘ Paste Ctrl+V D

Paste as plain text  Ctrl+Shift+V

Select all Ctrl+A
Spelicheck b
Writing Direction k

16. To save the customized code in our CSV Template, let’s click the File tab, and then click Save.

Q Go back to templates

CSV Template

Template name

Formatting

| Hsave

timestamp,{Audithecord. | imestamp b
system,
programTime, {AuditRecord.PartDetail.Result.ProgramDuration]}
verifyTime, {AuditRecord.PartDetail.Result.verifyDuration}
name , {AuditRecord.HandlerInfo.Name }
softwareversion, {AuditRecord.HandlerInfo.Version}
adapterTotalPassCount, {AuditRecord.Programmer.Adapter.LifetimePassCount]}
jobDeviceMame, {AuditRecord. Job.DeviceName}
jobDeviceManufacturer, {AuditRecord.Job.DeviceManufacturer}
partChipID, {AuditRecord.PartDetail.ChipId}
programmer,
progClass, {AuditRecord.Programmer.Class}
progSerialNum, {AuditRecord.Programmer.SeriallNumber}
progSiversion, {AuditRecord.Programmer.FirmsarevVersion}

DataiO
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Modifying the Output Format

Now that we’re done with customizing the template code, only two items remain in this Customization
Chapter: changing the output file format from .XML to .CSV and changing the Output Template selection
from Default LumenX to our CSV Template.

1. To change the output file format from . XML to .CSV, let’s click Configuration in the main navigation.

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII%HiiiEiHHHHHHHIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

© Go back to templates.

CSV Template

Template name

File Formatting

Msave

devicerecord,
timestamp, {AuditRecord.TimeStamp}
system,
programTime, {AuditRecord.PartDetail.Result.Programburation}
verifyTime, {AuditRecord.PartDetail.Result.VerifyDuration}
name, {AuditRecord.HandlerInfo.Name}

[~ (Y, B STV SR

2. On the Attendant Settings page, in the Templates section, under Filename format, click Edit for
LumenX file name.

Attendant Settings

Configuration settings for the host machine

Attendant Settings

Handlers

User configuration TemplEtES

Generate audit records
automatically

S Gl TE Ty C:\ProgramData\DatalO\ConneXAttendal

Qutput Templates LumenX template:
Default LumenX v
Template to use for LumenX records
FlashCORE template:
Default FlashCore v

Template to use for FlashCORE records

Filename format LumenX file name

{AuditRecord. TimeStamp}_{AuditRecord.

FlashCORE file name

{AuditRecord AuditRecordFlashCore. Tim

Edit
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3. In the Edit Filename format dialog box, change the file extension from xml to csv, and then click OK.

Edit Filename format

{AuditRecord TimeStamp}_{AuditRecord Programmer. SerialNumber}_{AuditRecord.Pro
grammer.Adapter. Socket! ndex

Ok I Cancel

Note that in this dialog box, we can also change the filename convention to suit our particular
environment and systems by updating the strings/tags before the filename extension. For example, we
can re-sequence and change the variables comprising the filename here. Then as programming jobs
complete and ConneX exports the data as audit records to the computer hard drive, the exported files
will follow the filename convention that we set.

Selecting the Customized Template in ConneX
After modifying the template code and its output format, our template customizations are complete.
Now we simply need to instruct ConneX Attendant to start using our new template for the audit records.

1. On the Attendant Settings page, under Output Templates, from the LumenX template drop-down
list, select our CSV Template.

Attendant Settings

Configuration settings for the host machine

Attendant Settings

Handlers

User configuration Temp|ates

Generate audit records
automatically

Output Location C:\ProgramData'\Datal O\ConneXAttendal

Output Templates LumenX template:

i CSV Template v '
empidie 10 Use Tor LumenA records

FlashCORE template:

Default FlashCore v

Template to use for FlashCORE records

Data iO
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2. To save our change, let’s scroll to the bottom and click Save.

Note: Settings changad here will not take effect until the servics is restartad.

Web Port © 5001

Attendant Settings

Handlers
Password complexity

User configuration
Configure the password complexity requirements

Note: Settings changad here will not take effect until the servics is restartad.

Require Digit &

Require Lowercase &
Require Non Letter or Digit @
Require Uppercase &

Required Length & 6

Save l Revert changes

Now run a test programming job so ConneX can log the event details. Then we can check the data fields
in the exported audit record(s) to see the effects of our customizations to the template.

View Customized Data Output

As before in Chapter 3, we can view the event being logged dynamically as real-time data by opening the
ConneX Handler Portal page (or the Attendant Portal page).

CO{\.%- Attendant Portal

CPU Usage Recent events
100 Audit record
W ey audit record from handler: Lenovolap40
s '

50

25

© 2017 - Data l/O
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We can also view the event as static or historical data by switching over to the Handler Dashboard page
(or Attendant Database page).

Audit Records

s Export records

Displaying the last 100 audit records inserted

Record count: 1

Index Programmer Serial Time

1 (551-189-231-365-056-413-116-550-103 8/3/2017 12:23:36 PM )

But now let’s see the audit record that ConneX exports to the hard drive. Because of the customizations
we made to the output template, we should find a .CSV file containing comma-separated values of our
data entries (rather than the default XML-formatted entries and file).

1. Start Windows/File Explorer and navigate to the Output folder (by default,
C:\ProgramData\DatalO\ConneXAttendant\Audit\Output).

| [ + | Qutput

— O *
Home Share View v 0
« v A | C:\ProgramData'\Datal O\ConneXAttendant\ Audith Out | @ Search Output -l
Mame Date modified
# Quick access _
4 2017-08-09T14_04_37.0000000_561-189-231-365-056-413-116-550-103_8.csv 8/9/2017 2:04 PM
OneDrive | 2017-08-04T11_3%_40.0000000_561-189-231-365-056-413-116-350-103_8acml 8 17 11:39 AM
. | 2017-08-03T12_23_36.0000000_361-189-231-363-036-413-116-330-103_8.xml 8/3/2017 12:23 PM
™ This PC
m Desktop

= Documents
4 Downloads
b Music
= Pictures
B Videos
2.9 Windows (C:)

2. Right-click the exported CSV file, point to Open with, and then click WordPad.

Dataio
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| v = | Output
Home 5hare View
« v A » ThisPC » Windows (C:) » ProgramData » Datal0 > CenneXAttendant » Audit » OQutput
Mame Date modh\‘,ied
# Quick access
4] 2017-08-09T14_04 37.0000000_561-189-231-365-056-413-116-550-103_8.csv  8/9/2017 2:04 PM
OneDrive r Open 413-116-350-103_8aml  8/4/2017 11:39 AM
= This PC 2013 Print 413-116-550-103_8aml  8/3/2017 12:23 PM
m Desktop Edit
|Z Documents Git Init Here
5 Downloads Git Bash
b Music Open with > | & Microsoft Excel
= Pictures T Scan with VIPRE... | Motepad
B Videos Restore previous versions E— Ol
29 Windows (C:) Send to S [] Search the Store
& Network ut Choose another app

3. In WordPad, verify that the audit record does not include the following fields (because we removed
them from the template):
e <address>{AuditRecord.HandlerInfo.lpAddresses}</address>
e <machineSNID>{AuditRecord.HandlerInfo.MachineSNID}</machineSNID>
e <machineName>{AuditRecord.HandlerInfo.MachineName}</machineName>
o <factoryName>{AuditRecord.HandlerInfo.FactoryName}</factoryName>

4. In WordPad, verify that the audit record includes the following fields because we added them:

e <adapterTotalPassCount>{AuditRecord.Programmer.Adapter.LifetimePassCount}</adapterTotalPassCount>
e <jobDeviceName>{AuditRecord.Job.DeviceName}</jobDeviceName>

<jobDeviceManufacturer>{AuditRecord.Job.DeviceManufacturer}</jobDeviceManufacturer>
<partChipID>{AuditRecord.PartDetail.Chipld}</partChipID>

Home Wiew o

E H = O s | 2017-08-09T14_04_37.0000000_561-189-231-365-056-413-116-550-103_#.csv - WordPad - ¥

devicerecord,

timestamp, 2017-08-09T14:04:37.0000000

system,

programTime, 44.643
verifyTime,26.413

name, Lenovolapd0

offuaroyeraion 2 0 0 7
adapterTotalPassCount, 145927
jobDeviceName,Devicel23
jobDeviceManufacturer, MFR123
partChipID, 9876543210
£
progClass, LumenX
progSeriallNum, 561-189-231-365-056-413-116-550-103
progSWVersion, 1.3.6198.30204
adapter,

numpber, 110008

serialNumber, 561-189-231-365-056-413-116-550-103

socketCount, 146079

adapterlndex, 8

DataiO
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5. In WordPad, verify our re-sequencing of fields (programTime and verifyTime are now near the top).

T = % ¢ = | 2017-08-09T14_04_37.0000000_561-189-231-365-056-413-116-550-103_B.csv - WordPad - x
Hame View (2]
devicerecord,
timostamp,2017—08—09Tl4:04:37.0000@00
sysien

programTime, 44.643
verifyTime,26.413

softwareversion, 2.0.0.78
adapterTotalPassCount, 1455927
jobDeviceName, Devicel23
jobDeviceManufacturer, MFR123
partChipID, 9676543210

6. Lastly, verify that the audit record is formatted with comma-separated values instead of XML tags.

And that concludes this Chapter on customization. We learned how to customize a ConneX template to
define the data fields and format for the audit records that ConneX outputs. Then after running a test
programming job, we observed the effects of our template customizations by opening an exported audit
record and seeing how its data fields follow the structure and sequence of our customized template.

Template customization is a simple way to align the data sets between ConneX and an external
reporting tool. There are other ways of course (such as taking the default ConneX output and running
data transformations to convert the output to match your system), but you’ll have to work with your
team to make decisions about which strategy is most desirable for your particular environment.
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Viewing ConneX Data with Microsoft Office Excel

While auditing and traceability are critical for regulatory compliance, we can extend the value of the raw
data that ConneX provides by visualizing it with a basic program like Microsoft Office Excel or Google
Sheets. Let’s walk through a quick example of viewing ConneX data in an external program.

Instead of opening the CSV audit record using WordPad or some external reporting tool that may
require data transformations, we can open it with Microsoft Excel and use the built-in design features in
Excel to view the data. This example shows the type of insight we can gain by using ConneX data and
ordinary off-the-shelf software without configuring any expensive data reporting and analytics tools.

Opening our exported CSV file with Excel is simple but not very beneficial because we’d like to spot
patterns and trends across multiple programmers and programming job runs. So we can add/import the
data from other job runs into new columns within our CSV file. Then in Excel we can drag to select the
columns and rows of data we want to visualize, and Excel draws a line graph or pie chart for us (after
clicking the Insert ribbon in Excel and selecting a chart from the Charts ribbon panel).

Ed9-o- |-

Home Page layout  Formulas Data Review View Developer Add-Ins  Power Query  Team

= i B Oy < N A - 4 S 3 B g g
e \ = 1 [
IGREEN ST = e O o g | ) A2 i [
PivotTable Table Picture Clip Shapes SmartArt Screenshot Line Pie Bar Area  Scatter Other Line Column Win/Loss
¥ Art e » ¥ ¥ v Charts~
Tables lllustrations 2-D Column ; Sparklines

A4 - fe  programTin ‘
— & T o [ ¢ [ ¢lh

1 devicerecord

lﬂﬂm&i H ! !

L

3-D Column

2 timestamp 2017-08-0 2017-08-0 2017- = — — —
— 531 1a3).92] 33
| 4 | programTime 44,643 40.259 41 L‘ L: : ‘

5 | verifyTime 26:413 00 2441500 25 cyiir) > D Clustered Column

6 name Lenovolap Lenovolap Lenoy CO'“pf SR

7 softwareversion 2.0.0.78 2.0.0.78 2.0.0. h] i A

8  adapterTotalPassCc 145927 59648 38! e -

9 jobDeviceName Cone - . »
10 jobDeviceManufacturer l A LA A {1
11 partChiplD Liﬁ UAL LA 'ﬁr
12 progClass LumenX LumenX Lume Pyramid

13 progSerialNum  561-189-2 561-189-2 561-1

14 progSWVersion 1.3.6198.313.6198.31.3.6 LA, ‘ AW L‘hﬁ j
15  adapter \L ‘ "9 [P 1*
16 number 110008 210008  31( b )i Chart Types.

17 serialNumber  561-189-2 561-189-2 561-18Y-231-365-U56-413-11b-55U-103

Let’s suppose we want to see if any of our programmers are experiencing unusually high latency while
programming. Sure we can look at the logged numerical time values pertaining to these two rows in the
CSV (rows 4 and 5 in the screenshot above), but if we have multiple Handlers with multiple
programmers and hundreds or thousands of programming jobs, then this type of analysis becomes
increasingly inefficient and/or impossible. So let’s leverage the built-in design features in Microsoft Excel
to help us visualize the data. (Google Sheets offers the same basic data design/visualization features.)

Dataio
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In Excel, let’s select the columns and rows of data for programTime and verifyTime.

do-06-s
Home | Insert  Page layout  Formulas  Data  Review  View  Developer  Add-Ins
FlEIEE L T YT
1P @ Fal BE = [E+ ﬂ IMW . .
PivotTable Table Picure Clip Shapes Smartan Screenshot  Column  Line Pie Bar Area  Scal]
- Art - - . - -
Tables lllustrations Charts
A4 - (= fe  programTime
A [ 8 [ ¢ | o | E F G
1 devicerecord
2 timestamp 2017-08-0 2017-08-0 2017-08-07708:47:21.0000000
3
programTime 44,643 40.259  41.718
S| verifyTime 26413 24415 25284
6
7 softwareversion  2.0.0.78 2.0.0.78 2.0.0.78
8 | adapterTotalPassCi 145927 50648 385114

Now with the data selected, we can click the Insert ribbon in Excel and choose a chart from the Charts
ribbon panel. For example, selecting a 3D Column Chart produces the following data visualization.

[0
o
1

N
o
1

w
o
1

B  programTime

Time (ms)
N
o

=
o
I

m  verifyTime

o

1 2 3

Programmer

Completing the same few steps in Google Sheets results in the following data visualization:

50 M Programmer]
M Programmer2

W Programmer3
40

30

Time (ms)

programTime verifyTime
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Experiment with ConneX data in Excel or Sheets to easily compare programming metrics such as:

e Machine activity by date/time

e Activity/Productivity by programmer (Waiting, Setup, Produce/Programming, Error..)
e Job activities as percentages

e Throughput of each job

If we’re fortunate enough to have a business intelligence group or a team of data scientists, then we can
use ConneX data to build all types of data visualizations and real-time dashboards to quickly analyze the
programming data and draw knowledge from it.
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Chapter 5: License Activation/Upgrading

In this Chapter we’ll activate a ConneX license. The process is the same for upgrading to a different
license. Only the computer running ConneX Handler requires license activation; ConneX Attendant is
essentially free because it is functionally useless without data from ConneX Handler.

Online Activation
To activate or upgrade a ConneX license:

1. Login to ConneX Handler and click Configuration in the main navigation.

2. On the Handler Settings page, click License in the left navigation.

Handler Settings

Configuration settings for the host machine

Handler Settings
Programmers

Programmer Discovery Machine Name © Lenovolap40

User configuration Machine name to be inserted into the audit record

J Factory Name @

Texas FactoryXYZ
Factory name to be inserted into the audit record

Web Server
Web server configuration settings
Note: Settings changed here will not take effect until the service is restarted

Web Port @ 5000

Port number to connect to Handler service.

3. On the License Settings page, scroll down to the License Activation section, complete the License ID
and License Password fields, and then click Activate Online. (The unique ID and password
correspond with a specific licensing level, as defined in your contractual agreement with Data 1/0.)

License effective end date & 8/25/2017 Active

Handler Settings

License Length € 60 days
Programmers

Programmer Discovery

User configuration License Activation
Licanse License ID @ 123456789
License 1D provided at the time of purchase
License Password @

License password provided at the time of purchase

Activate Online

ACUvale cense using your computer’s intemnet connection

w Manual Activation
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Manual Activation
If the Handler PC is offline and not connected to the Internet, then we’ll have to perform manual
activation instead of online activation. For manual activation, we’ll need the following:

e An Internet-connected computer (for retrieving the license activation code)
e A portable storage device such as a USB Flash Drive or other memory card (for transporting the
activation request from the offline Handler PC to the Internet-connected computer)

To manually activate a ConneX license:

1. On the License Settings page, in the License Activation section, click Manual Activation.

License effective end date @  9/25/2017 Active v*

Handler Settings

License Length @ 60 days
Programmers

Programmer Discovery

User configuration License Activation

License ID &

License 123456789

License 1D provided at the time of purchase

License Password &

License password provided at the time of purchase

Activate Online

Activate license using your computer’s internet connection

| w Manual Activation

2. In the Manual Activation panel that expands, click Generate Request.

w Manual Activation

Activation Request

Generate Request

ICk enerate ReqUest to create a license request

Click here to opan the manual request page

Activation Code
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3. In the Activation Request box, select all of the text and Copy it (to the computer clipboard).

v Manual Activation

Activation Request <ActivatelnstallationLicenseFile>

<EncryptionKeylD>7f54elfb-1d3b-

'©d99b1dd870</EncryptionKeylD>
<EncryptedData Id="PrivateData"

{ Copy Ctrl+C J
Generate Request Search Google
Click Generate Request to create a Print... Ctrl+P
Click here to open the manual reque Inspect Ctrl+Shift=I

Activation Code

4. Open Notepad (ex. Start > Windows Accessories > Notepad) and Paste in the copied text.

E Untitled - Notepad — O b4
File Edit Format View Help

Undo

Cut
Copy

( Paste )

Lelete

Select All

Right to left Reading order

Show Unicode control characters

Insert Unicode control character ¥

5. Insert a portable storage device into the Handler PC.

6. In Notepad, Save the text file to the external storage device.

E Untitled - Motepad

File Edit Format View Help
— CtisN  1iMVrpcrfOXIZM]egCOn7TLISkChtcqlCEDHAN] gtiVmUVZ TTriNPD6pPIpH
e cuteo  AIXPTElHNArU7+187UBvC]pyMASOj6yQNiDNINVC] reQTI ANFEMPY tCECHN
01HaArvYI6AGOYgKz5w0c PNOeelibSbmfuaBH1TgVWuYa943biZ14RX7hUtx]
Saue Ctrl+S by 2ZFySBIBVKORBKAEZ SWng8VsYPLr7n9eKeFcKuHiBpPsSONKGFLgFEeR

l Save As.. ’-ImlEzQNcuRpgzﬂ-GMj pldEABUgEWUZZBKE1bZs1DNzZRZ7BnulPAwc JyX+1yXm

'Bb01gyPeil@ZsU3oRdg2SNrh

P Setup...

Al 'TixdF9scvglZsijIqhBlvRmrEnFiCvF9iX2C85EgqNBMRIBLPB2rYMZ6L8LZ
e Ctrl+P  Ch1VQaklccOFL5HA8n8o,/@NNYUuShGE5EuquDHSnnI8q75452K1vACSprPO2B
Exit N+8WEomtVeTvsK1k63mSDNiidvh+kANTisQqtRIUS+1g8Yiq2I/xtVgspojs

e rrssssoan we oo geeenS LEA16PH+§Fs JTLxxdAyYeNoemOxH1KmUx8 /+3 20X vghHrK+GFVg2 IWe TYZc
+YCEketZ8xpelm98]zcSIFNUZnikminxsXQBjn2XouTAY z5KrdppFXo5D
+1DbsBBVEdUSIXcy3GmUrNBE2BVGBYF3k2meuD7g0r8jzqBMpmzBRb3GY /N4Q5dBxVIjaCXsHUHCWU3R3y 21
BwHUxIJujsCpVUr5z@ligWezXLxQboZW71lzce510QKzNAdXnonZetrOQTIMCBKZNnsHT rrZe@GiFcIhkmlL75He
+XKRwMVACT2s IR1IFvpQLOVufjAjgkz JFVAErRuCpkYgDEWtt7R1cQIXp93 S5WndkXr+XpXtxslyrdwoZll7ka
+AgioYgdInB/B4EpmRudnrvOfOxhKjIvESCalVmknxrAIWjDaBE39uqSqRI8kx1D6UgEI7MFE3ME LY gnlik S
+IEScS27WtG3514RPt0oZoizlgnzRecd I fzGheF fpek73zKK8WQuuj4LxfuSFznMdDZquD
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7. Remove the storage device from the Handler PC and insert it into an Internet-connected computer.

8. On the Internet-connected computer, start Windows/File Explorer and navigate to the external
storage device.

9. Open the text file and Copy all of its contents (to the computer clipboard).

ﬁ ConneX_Licensetst - Notepad

File  Edit Format View Help
3 oy P\ rpcrfOXIZMjegCOn7TLISkCbtcqlCEDHAW  gtWWmUVZTTrjNPDEpPIprLEaoXKiof]
KPtglHn4rU7+I87UBvCjpyMB59jeyQNIDNIvCjreQT jAgNFEMrytCECbN318pL T2
Et"*'x aArvYI6AGOYgKz5wOcPNOeeWbSbmfuaBH1TgVWuYa943biZ 14RX7hUtxjpTViQpRkm
(ST Yz 7 fyS@IBvKORBKAEZSwng8YsYPLr7n9eKe FcKuHi@pPsSOWkGTLgFEeRMCZiq8kg]

Paste 1L EzQNcuRpgzAGMjpldEAGUgEWUZZOKE 1bZ s1DNzRZ7BnulPAwc JyX+1yXmdi
D1py9ei0BZsU3oRdg2SNrh

Delete Del dF9scvglZsijIqh@lvRmrEnFjCvf9jX2C8sEgqNeMRIOLPB2rYMZ6t8LzI2jnYIPTd
Find... (7P \/OallccOF L5Hd8n8o /@NNYUuShGB5EuguDHSnnI8q7545zK1vACS prPO2BgBNVxahLx
WeomtVcTvsK1k63mSDNiiIvh+kANTisQqtRIUS+1g8Yig2I /xtVgspojsfErBluZuy
pA16PH+]jTsjTLxxedAyYeNcmOxH1KmUx8 /+3 ZX0XvglHrK+GFVg2IWe TYZc9oEkKgVi]
KminxsXQBjn2XouTAYz5KrdppFXo5D|

Go To.. S GBvF 3k2mcuD7g0r8§ zqBMpmzBRb3GY /NAQS5 dBXVT jaCXsHUHCWU3R 3y 23 41tz Ul /XN
QboZW71zce510KzNAdXnonZetr0QTIMCOKZNnsH rrZe@GiF cJhkmL75HerXL9]1tqe
iqkz JFVAErRuCpkYqDEwtt/RicQIXp935VndkXr+XpXtxslyrdwoZlJ7ka3vU4TNALA

UL G K TVE SCalViknxrATWjDa@E 39uqSqRIBKxIDEUZEI 7MFE 3MKTY gk 9wFOEy
L+ IEScS27ViEG3514RPt00Z0izlgnzRcdIfzGheF fpeK73zKK8WQuuj4Lx fuSFznMdDZ quwD)|

+p71pzMeQg 1 XulteSVUKgWalQqvxxNhEyGBEZGOWIYG31YAS3REbNCTEEF5gBnhB1bR T /wSnNI83dR8dghauxQmAeP3vy
Y SExvCgbDawTAyzQeXSeSmtXmjWemInjulWWM1B j9AwabPs Imaz ZbMvlo+ L EvaeNeM2+9cScIBgmmIotgFXvX7aB/NQZp
H+bE7+]jzeXulbGqrhZCgHBQIFo2nX/yI4jCtI7a2dQGImGDch2XwyV115+IUrWLRo2FZEtYUsHCcTzmItYogKnieD8blwA
TANAA2TTFEtnxdFGUBCHHTUW /1/7ApbQCr1evX+NOXkkSpEfxX60pHoSUzpQ57B7Ieen2WiDhE+48pb2 FWRX /gEMUJMLH
+eqE2NrdKwIrhv] jhNyvgRHXhCy70LEKYIL8FzSKgE3FF1UIBcGjWNOul /dvSNFEIvvZifTuwWlgAtDO/8shiCrjO09kDH

Find Mext F3
Replace... Ctrl+H

Select All Ctri+A

10. On the Internet-connected computer, open a browser to
https://activate.dataio.com/customers/ManualRequest.aspx.

11. On the License Portal page, Paste the activation request code into the box.

LICENSE PORTAL

License Portal Home » Manuzl Request fj Log In

Manual Request

This page may be used for processing manual requests, including activation, deactivation, and license refreshing and status
checks. Please use the appropriate method of posting the request to retrieve a response.

Copy and Paste Request Upload Request File
Please copy the request from the application, right-click in the text Please select the file you wish to upload below
box below and click paste, then click the submit button below. and click the submit button.
| Choose File | No file chosen
Undo Ctrl+Z ,$ Submit
Redo Ctrl+Shift+Z
Cirl+X
opy Ctrl+C
Paste CtreV )

Paste as plain text  Ctrl+Shift+V
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12. To send the activation request code, click Submit at the bottom of the page.

LICENSE PORTAL

License Portal Home » Manuzl Request fj Log In

Manual Request

This page may be used for processing manual requests, including activation, deactivation, and license refreshing and status
checks. Please use the appropriate method of posting the request to retrieve a response.

Copy and Paste Request Upload Request File

Please copy the request from the application, right-click in the text Please select the file you wish to upload below
box below and click paste, then click the submit button below. and click the submit button.
4bZynCYRZWBI2EEAASKSKIB0SDEBHYLciGkysIgBx ~ Choose File | No fils chosen
EQBTRZ7Jag6+wh7 fwk31AIXityTXgySLvwEidra+t

Rv7MKa/YTIGSbkLIBH7 zatC+70hEPGLLZMGMD2EY 0 & Submit

YER/+GZPaHCxt jz9Gps8csGbsdMrUg2He2bPafe/R

ap6hQAFOdwsf7Th2fg+KihPg==</CipherValue>
</CipherData»></EncryptedData><Signature
xmlns="http://www.w3.org/2000/0%/ xmldsig*
"
<5ignatureValue>kHr7c5THKg5tXx0@LGqydnh7F
JVPvEOSFPpoPilIS2KeVuENTosTeri3oNumkF awdL
EYTVguPT77dAvXIxRgK155D0hTmOeodBbsOWzNEES
DSyUe3/hBKuE2iCdH2 7 B1ANU+cCD/ LY TWZcrNi0
TbRZE109+]yKukhGfy9SHba=</SignatureValue>
</Signature> N
</ActivateInstallationlicenseFile> y

13. On the Response page, click Download and save the activation response code file.
14. Start Windows/File Explorer and copy the response code file to the external storage device.

15. Remove the external storage device from the Internet-connected computer.

To activate the ConneX license using the response code file:
1. Onthe Handler PC, insert the external storage device containing our activation response code.
2. Start Notepad and Open the response code file (response.xml).

j Untitled - Notepad
File Edit Format View Help

7] Open X
T oo > MWy Passport (D2) v O Search My Passport (D) »
Organize v New folder =« [ o
~
~
OneDrive Mame Date modified
Adobe C56 Upgrade
= This PC P9
Backup_TechDocs FreeAgentDrive
m Desktop oin
& Documents Extras
# Downloads User Manuals
b Music WD Apps for Mac
* Pictures WD Apps for Windows
B Videos WindowslmageBackup

- ConneX _Licensetxt
25 Windows (C2) -
. My Passport (D) .

~ My Passport (03
.

File name: | response.xml ~| [anFites ¢ ~|

Dataio
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3. Select all of the response code text and Copy it (to the computer clipboard).

E response.xml - Notepad

File Edit Format View Help
+d1qD/ BOuXoPDr‘uoBBeVRool <fh{)m()._ll_uESHYnm(HlT@tV_oT J3LVQQddevfTOdGm/ Cyp9cyilFucvFilprf8IhiCmrH,
4+1Gr/R51,/5CTn vNTY6x5111R0c@3MgpmGMw]G3uDxBzHOIdZY v IrPhpwB /all
+MnCAWIoW5jYH MnWPLHpTSNv|
+znpK3NJI84n YWTmglUcWFHLOgjMDkemnXcS1grhNeELeudUbrztCxXKEUeD]
1Ncfmm/Hiagr HzUlgwjnGPjhqtMA9m1ESJe3qChjkfdmg]j /8zkqOHK+TCq7ry
+P-J'-.ng15tRC?D\I' > IhKVufipepqGpwlbvkYL0283rkngYdis+10zrGTaN9Ha5ELg]
+t19YvOWFQLYa vhtdrsfH5zIoVtSnSHAUrWPpS
4+ TCCIOqvmMklig Delete KhSLW1rfmTb@Er15Ulry3L1xKpRrxC /XrjLlzwXFH8FBeTO1]
+VG1rPzcBCZDn Rr‘DAuB_,"y,"t-mgl-isSﬁTx:B+,"P-JOAthth4Lr*ka_,"en@jUBU5r‘-
+8GUDjOWuFh1P Select Al JoFagtkzcK3a9cyFt6PasFQBuH7ithSaHhj72hTo6+NDtRhD)
Right to left Reading order k9i+K8AuezibM8igWrhIiaG+zIK2kkZAgFMY)|
Show Unicode control characters R N IS e LE LA e

+MhhnIjWpXGd dGDeMF/1Tom7@0wTZLN1pPIC95k91dLt8S18LyShTojghZqU]
FULGYKBDeDFSO Insert Unicode control character

¢ Open IME q!-‘I[RS921Sthny'-.!l':de'loggjl'ﬂg‘-.!PEU Sramidlgm/YggGuFyx]

) Ed261h2h5T6aahGA]56bUF3Ve /mU+sC311WgHaNXcE8Wb2AzY

+ch;l‘1M-FeP RS GxLARSUp1/YdeF rVINp1Yi3I1nyVddRv7Cejo/PCgedzCFPAI
BCT1cdBYKKBUCY joEylacl7/euS51093qjhgWxSSEJF
+zgy0QBRvIE1gGIcdmF1XiW2 /49 /FIXk1fPRsDcpnvo2l7fqghgzhdXwhbj9ybvdPeD@geHa0h /uo7Q3YFAPuCEsu4300md
hhmuzN1s6z11Gh8jS3vhCNIBXGS5LBdowdagqIKK7aYgr+UyhTnflSc08 r*'-!eR._SprLUTAKUnFb‘ila-fqrﬂ+1!1‘|’!19y'FYTl:XY

4. Return to the ConneX browser window.

5. In the License Activation section, Paste the response code into the Activation Code box.

w Manual Activation

-

Activation Request <ActivatelnstallationLicenseFile>

<EncryptionKeylD=7fb4e0fb-1d3b-
4129-942e-
Tcd99b1dd870</EncryptionKeylD>
<EncrypledData |d="PrivateData"

FTTT - I P TR B

-

Generate Request
Click Generate Request to create a license request

Click here to open the manual request page

Activation Code

Undo Ctrl+Z
Redo Ctrl+Shift+Z
Cut Ctrl+X
y Ctrl+C
Pasie Ctl=v )

Paste as plain text  Ctrl+Shift+V
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6. Now finally, let’s click Apply license.

w Manual Activation

Activation Request <ActivatelnstallationLicenseFile> -
<EncryptionKey|D=7f54e0fb-1d3b-
4129-942e-

Tcd99b1dd670</EncryptionKeylD>
<EncryptedData Id="PrivateData"

o PN Ed

Generate Request
Click Generate Request to create a license request

Click here to open the manual request page

Activation Code nUCFS67UErCSDT3al x0qp36xnu8 ~
NNBWZ+ 5=
</SignatureValue>
<(Signature=
</ActivatelnstallationLicenseFile=

Apply license

7. Verify that the activation code worked.

w Manual Activation

Activation Request

Generate Request
Click Generate Request to create a license request

Click here to open the manual request page

Activation Code

.

QvBLuYxdm0d561ymIhagWBkNSS5
IDaNFTIClyiNGi9 6L diPAFVUI3hF 42

FiLOBEy4ojw=</SignatureValue>
</Signature=

</ActivatelnstallationLicenseFile>

' License applied successfully '
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Appendix A: Audit Record Details/Event Reference

This section lists all of the events and details that ConneX may log in an audit record (not all fields
appear in every audit record).

LumenX Programming Details

Event/Statistic Description

Date and Time (in UTC) of the programming

TimeStamp event

Programmer.Class Type of programming unit (LumenX or

FlashCORE Il1).
Programmer.FirmwareVersion Firmware version of the programming unit.
Programmer.SerialNumber Serial number of the programming unit.
Programmer.SystemVersion System version of the programming unit.
Programmer.Programmerl|P IP address of the programming unit.

Unique ID of the socket adapter on the

Programmer.Adapter.Adapterld . .
programming unit.

Serial number of the socket adapter on the

Programmer.Adapter.AdapterSerialNumber . .
programming unit.

Number of times the "clean adapter module"

Programmer.Adapter.CleanCount . .
g P reminder message was displayed to Operators.

Total number of times the socket adapter is
Programmer.Adapter.LifetimeActuationCount mechanically actuated over the life of the
adapter.

Total number of devices that ran continuity

P A Lifeti inui .
rogrammer.Adapter.LifetimeContinuityCount check over the life of the adapter.

Total number of devices that failed continuity

P .Adapter.LifetimeContinuityFailCount
rogrammer.Acapter.tiretimetontinuityrait.otn check over the life of the adapter.

Total number of devices that failed to complete
Programmer.Adapter.LifetimeFailCount all operations of a job over the life of the
adapter.

Total number of devices that passed all

Programmer.Adapter.PassCount operations of a job over the life of the adapter.

Programmer.Adapter.SocketIindex Index number of a particular socket adapter.

Programmer.Adapter.AdapterState The state of the socket adapter.

Unique ID that specifies the particular algorithm

Job.AlgorithmID used in the job.

Job.JobID Unique ID that specifies a particular job.

Data iO
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Job.JobName

Name of the job.

Job.JobDescription

Description of the job.

Job.DeviceName

Name of the device.

Job.DeviceManufacturer

Name of the device manufacturer.

PartDetail.ChipID

Unique chip ID on the device.

PartDetail.RawChipID

Raw chip ID on the device.

PartDetail.Result.Socketindex

Index number of the socket adapter in which the
device was placed and programmed.

PartDetail.Result.Code

Unique status code that represents Pass, Fail, or
Other (see below).

PartDetail.Result.CodeName

Name of the result code/status.

PartDetail.Result.ProgramDuration

Amount of time elapsed to complete
programming.

PartDetail.Result.VerifyDuration

Amount of time elapsed to verify programming.

PartDetail.Result.Times.Time

Total time minus the time for Blank Check,
Erase, Program, and Verify operations.

PartDetail.Result.AlgoDeviceDetails.CID

Unique Chip ID correlating the algorithm with
the device.

PartDetail.Result.BlankCheckDuration

Amount of time elapsed to perform the Blank
Check operation.

PartDetail.Result.EraseDuration

Amount of time elapsed to perform the Erase
operation.

PartDetail.Result.ErrorMessage

Specific message describing the error.

HandlerIlnfo.name

Name of the ConneX Handler computer.

HandlerInfo.lpAddresses

IP address of the ConneX Handler computer.

HandlerInfo.Version

Version number of the ConneX Handler
computer.

SerialData.Data

Serialization pattern to be programmed into
devices.

Dataio
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FlashCORE Ill Programming Details

Event/Statistic Description

Date and Time (in UTC) of the FlashCORE

TimeStamp programming event.

SystemID Unique ID of the FlashCORE system.

Unique management ID of the FlashCORE

SystemManagementID
system.

FlashCorelob Name of the FlashCORE job.

IP address of the host computer where the

FlashCorelP FlashCORE programming unit is installed.
FlashCoreSystemlIP IP address of the FlashCORE system.
FlashCoreProgrammerlP IP address of the FlashCORE programming unit.

Firmware version of the FlashCORE

FlashCoreSystemFirmware . .
programming unit.

FlashCoreSystemName Name of the FlashCORE programming unit.

IP address and port number of the FlashCORE

FlashCoreSystemAddressAndPort
system.

Checksum result/value of the image to be

FlashCorelmageChecksum programmed into the device.

FlashCorelobDescription Description of the job.
FlashCoreDeviceManufacturer Name of the FlashCORE device manufacturer.
FlashCoreDeviceName Name of the FlashCORE device.

Name of the image file containing the software

FlashCoreDataFilename ; .
to program into the hardware device.

Total number of devices that passed all
FlashCoreTotalPassedDevices operations of a job over the life of the
FlashCORE adapter.

Target number of devices to program and pass

FlashCorePassQuantit
Q y verification (as set by Operator at time of run).

Version of the backplane board in the FlashCORE

FlashCoreBackplaneBoardRevision . .
programming unit.

Version of the controller board in the FlashCORE

FlashCoreControllerBoardRevision . .
programming unit.

Version of the waveform board in the FlashCORE

FlashCoreWaveformBoardRevision . .
programming unit.

FlashCorePssVersion Version of the host computer where the

Data iO
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FlashCORE programming unit is installed.

Computername of the host computer where the

FlashCorePssHostName FlashCORE programming unit is installed.

Unique ID of the host computer where the

FlashCorePssHostiD FlashCORE programming unit is installed.

Unique ID of the FlashCORE adapter on the

FlashCoreAdapterNumber . .
programming unit.

Serial number of the FlashCORE adapter on the

FlashCoreAdapterSerialNumber . .
programming unit.

FlashCoreAdapterSocketIndex Index number of a particular socket adapter.
AdapterAdditionalAttributes Other properties of the socket adapter.
ResultCode g;iitrjiss:st;;;:/c;'e that represents Pass, Fail, or
ResultCodeName Name of the result code/status.
Result Codes
The following table defines each possible result code.
Result Code Description
-1 Socket ignored-- the system was not instructed to use the socket.
0 Pass (Programming succeeded).
1 Failed continuity check (typically retried by Handler).
2 Failed current check.
3 Failed electronic identification check.
4 Failed device erase operation.
5 Failed blank check operation.
6 Failed programming.
7 Failed verification.
8 Failed reading device.
9 General error.

{-‘
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